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Forward

Welcome to Riva's "Riva Cloud Management Guide for Administrators." At Riva, we are proud of our clients,
and we are invested in your success.

ThepurposeofthisguideistoprovideRivaCloud Administratorstheabilitytoefficiently
manage theirRiva Cloud accounts and have the tools you need to be effective.

Eachsectionofthisguideislaid out with detailed steps. Each section's headingsare
hyperlinkedtorelevantorcorresponding Knowledge BaseArticlesthatcanbefound onour
website, and you will find additional links throughout this guide to further assist you.

At the end of this guide, you will find an Appendix that lists all the relevant Knowledge Base Articles.

Finally, Iwould add thatthisisonlymeantasaguide.Ifyouareexperiencinganissueorhaveany
questionsregardingthe contents contained within this guide, please reachouttoourClient
Success Team.

Theinformation contained within this documentis confidentialand should not be shared
with external parties. Content within this documentis subject to change.
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Setup and Configure a Riva Cloud Account

Register for a Riva Cloud Account

To register for a new Riva Cloud free trial subscription account:

* Inabrowser, go to https://www.rivacloud.com,and select FREE TRIAL.

You are redirected to the registration page.

Register for a free 15-day ftrial

Prefer to register with your Google Account instead? G Continue with Google

Follow the steps below to register for a free 15-day trial of Riva Cloud:

Contact Verification Information Create Username

A verification code has been sent to your email address 'cbouchie@rivadeviabs.com' to continue with the registration process.
Check your spam, junk mail, clutters and folders. Add "no-reply@rivacloud.com" to your white list.

Verification Code

Verification code

e Completethe necessary verification, information, and select your dataresidency:

* Riva Cloud provides geographic data residency, business continuity, and
disaster recovery.

Tomaintainreliabilityandhighavailability,Service Dataisreplicatedinatleasttwo
geographically distinct locations in the selected region. Service Data will be
replicated only in your selected region. This includes all the connection details,
synchronizationpolicies,metadata,andsynchronizationloghistory.Allbackups
and instance snapshots are also stored in the same region.

www.RivaEngine.com
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Major Area | Name Region

United USE1 ' AWS-United States,NorthVirginia
States

Europe! EUW1 AWS - Europe, Ireland

Canada? CAN1 AWS - Canada, Montreal

Australia2 AUS1 AWS - Australia, Sydney

» Create ausername:

e Option 1: Username Builder: Optionally select the "type" of account, and
the Username Builderincorporatesitinausernamethatyou can edit. This
usernameincludes your company domain name.

= Option 2: Build Your Own: Create your username in email format in any way you
like.

e Enter asecure password, read the Terms and conditions of use, select the check box,
and select COMPLETE.

Your free trial account is created, and the Get Started page appears.

www.RivaEngine.com
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You are logged in as Admin_SVC@company.com

] -
r I V a MY ACCOUNT ~ LOG OUT

Riva Cloud

You are in Company Mode.

& O & ‘& 0 =

Dashboard Sync Logs My Account Users Help Contact Us

A Riva Cloud Trial Mode

Your free trial will expire when the clock reaches zero.

‘ days hours min_ sec

Get Started Free Get Started Session

Unlock the power of CRM!
Did you know Riva offers a free 30-minute

training, configuration, and Getting Started
Session? Contact us to schedule your
appointment with our Success Team!

lil 1. Choose your Mode
lil 2. Configure your CRM Take the Tour
Learn the basics of Riva Cloud.

ul 3. Configure your email

&
¢Q4. Configure your synchronization policy

E 5. Purchase a subscription

h r Riv M

TherearetwobasicmodesyoucanchoosefromCompanyorCorporate.Dependingonthe
business requirements, one of these modes might be more suitable than the other.

Company OR Single user

mode Each user has:
= anindividual emailconnection,
= anindividual CRM connection,and
= anindividual Riva syncpolicy.

This is great for small teams, 1-10 users, who require unique sync capabilities.

www.RivaEngine.com
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Corporate mode

Applies to all users:
= oneemailconnection,
= one CRM connection,and
= one Riva syncpolicy

This single sync policy defines the sync behavior for all users in this mode. A service account for
CRM and the Email platform will be used to impersonate the individual syncing users in their
respective platforms.

www.RivaEngine.com
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Connection and Policy Configuration

NowthatyouhaveyourRivaCloudtrialaccountsetup,youcanbeginconfiguringyour
connections and policy.

Step 1: Create your CRM Connection

1. Onthe Get Started page, select Configure your CRM.

2. Selectthe logo foryour CRM to start the corresponding CRM connection wizard:

Select a supported platform...

A4 vicrosoft Dynamics cam A4 icrosoft Dynamics crm A4 \icrosoft Dynamics cam A4 icrosoft Dynamics crm
Hosted on Office 365 CRM 2015 (29 CRM 2013 CRM 2011
ORACLE salesforce
A Microsoft Dynamics CRM ot e ‘ SUGARCRM.
CRM ON DEMAND THE CLOUD IS OPEN
CRM 4 On-Premise
N nersurte intelecmm
- @ 1CRM =

9
- oo cac rva

(formé?lf;/) ggﬁa?mgix) SAP Cioud for Customer For Developers (=3

www.RivaEngine.com
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Dependingonthe CRM,youchoosetointegratetheinformationyouneedtoinputwillbe
different. In general, you will need the username, password, and endpoint.

See below for a link to specific instructions for each CRM:

= Create a Microsoft Dynamics CRM on Office 365 connection - Hosted on Office 365.

= Create a Microsoft Dynamics CRM 2011 connection - For Microsoft Dynamics 2011
Rollup 10+. (Availablesoon).

= CreateaMicrosoft Dynamics CRM 4 connection - For Microsoft Dynamics CRM4 0or2011
(pre-Rollup 10), which use the legacy connection. (Available soon).

= Create an Oracle CRM On Demandconnection.

= Create a Salesforce connection - NOTE: To use Riva with Salesforce, you must be
running Salesforce Professional, Enterprise, orUnlimited.

= CreateaSugar,info@hand, orintelecrmconnection.IMPORTANT NOTE: Sugar6.3.2,
6.4.0and6.4.1aresupportedbyRivaCloud,butsome configurationadjustments
are required for the Sugar server.

= Create a NetSuite CRMconnection.

= CreateaSage CRM connection.

= Create an SAP C4C CRMconnection.

A connection wizard is also available for the following technology preview and beta connector:

= Create an Oracle Sales Cloud connection.

Step 2: Create your Email Connection

To create your email connection:
1. Onthe Get Started page, select Configure your email.

2. Selectthelogo foryouremail system.

www.RivaEngine.com
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Dashboard Sync Logs My Account Users

A Riva Cloud Trial Mode

Your free irial will expire when the clock reaches zero

Select a supported platform...

G Suite 1] Office 365
T3 Exchange
Exchange Server 2010 (A Server‘zgoo7
‘i‘} GroupWise. @
1BM Notes 8.5 GroupWise 2012

Pagel12

0 =

Help Contact Us

E 3]

Exchange Server 2016

@& Exchange

Exchange 2013
o Su
25X Wr

IBM SmartCloud Notes IBM Notes 9

frve

For Developers (123

GroupWise. g)

GroupWise 8

= Connecta G Suite account (paid subscription).

= Create an Exchange connection - For Exchange Web Services. (Exchange 2003 is not

supported by RivaCloud.)

= Create a GroupWise connection - For GroupWise 2012 and GroupWise 8.

Configure an Exchange OR IBM Notes Policy

Step 1: Configure the Historic Item Filtering

On the General tab, ensure that the Enabled check box is not selected. You need to leave the
policy disabled until you have completed the full configuration.

www.RivaEngine.com
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Synchronization Policy Settings Help: How to Configure

General "\\ Schedule \ Configuration \ Email SmartConvert \ Email AssignTo \ Email Sentitems \ Emaillnbox \ Advanced \"u,

Policy Status

") Enable Polic I
¥ © Your policy is disabled. It will not be synchronized. Setting up your Riva sync policy:

General Tab

Historic CRM Item Filtering
To limit the number of items initially transferred from the CRM, define a "Sync Start Date".

Only CRM records created or modified on or after the selected date below will be initially synchronized.

Sync Start Date: | 11/12/2018

Error Email Notifications

Provide email addresses that will be notified of errors that prevent the synchronization from completing. Press enter after each email.

a

Under Historic Item Filtering, to the right of Sync Start Date, select the calendar button, and
choosethedesiredsyncstartdate. Thisdefineshowfarintothe pastRivachecksthe CRMfor
active items (contacts, calendaritems, tasks, opportunities, etc.) to synchronize initially.

Riva Cloud creates a copy of your CRM contacts, open calendar items, and uncompleted tasks
that have been created or modified on or after the sync start date. During the initialization
process, no information syncs from the email system to the CRM.

Inthe Error Email Notificationsfield,enterone ormore emailaddressesfortheadministrators
to receive notifications whenever a user has five concurrent sync errors.

Step 2: Configure Sync Intervals

OntheScheduletab,modifythesyncintervalsfor"peak"and"off-peak"hours. Theoptions
availabletoyoudiffer,dependingonyoursubscriptionlevel(Lite, Standard,or Premium).

Tip: If your hosted email or CRM services charge for data or limit API calls, you may want to
increase the sync intervals to reduce the number of times a full sync is scheduled.

www.RivaEngine.com
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Step 3: Sync

Configuration Category

Category name is used to identify items that originate from the CRM and/or need to be
synchronized from the email system to the CRM. In the email system, contacts are added to the
default contact list and assigned the CRM category name; for example, Company CRM. Leads
are added as contacts with the category of Company CRM Leads. Appointments, phone calls, and
tasks are added to your calendar and assigned the appropriate category and color. The category
name is used to create the parent folder in the user's mailbox for email sync; see SmartConvert.
Once the policy has been saved, the Category name cannot be changed without contacting the
Riva Success Team.

ForExchange:CategoryColourcanbeselectedfromthedrop-downlistandisassignedto
the Riva-generated categoriesin the Exchange Master Category List.

For Exchange: Create Separate Contact Folder is used to indicate if you want Riva to create a
subfolder in your personal address book. If you select this, a contact folder that uses the
Category Name is created, for example, "Company CRM." This will be the only folder that Riva
uses to synchronize contacts and leads. If you clear this check box, Riva syncs contacts and leads
to the defaultExchangeContactsfolder.Werecommendselectingthisoptionasthebestpractice.

Auto-synchronize new items is used to control when Riva syncs new items to the CRM:

= IfAuto-synchronizenewitemsandCreateSeparateContactFolderareboth
selected whenyoucreateanewcontactintheCompanyCRMcontactsfolder,Riva
auto-syncsthat contacttothe CRM.Ifcontactsarecreatedin My Contacts,Rivadoes
notsyncthemtothe CRM.

= If Auto-synchronize new items js selected and Create Separate Contact Folder
not selectedwhenyoucreateacontactin My Contacts,Rivaauto-syncsthe newcontact
tothe CRM.

www.RivaEngine.com
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= IfAuto-synchronizenewitemsiscleared,Rivadoesnotauto-syncthenewcontacts,
tasks, orcalendaritemstotheCRMunlesstheusermanuallyassignstheCompany CRM
category tothenew contacts,tasks,orcalendaritems(orassignsthe Company CRM
Lead category to new contacts to sync them to the CRM as leads).

= Selectthe modulesforwhichyouwantto enabledatasync. Itemsaresynced as follows:

= ObjectFilter:Addressbooks(contactsandleads)andadvanced
modules (opportunities, cases, etc.) can be filtered:

= Mustbeowner:(Default.) Usesownershiporassignmentoftheitem.In
this case, only the contacts that the user owns or contacts that are
assigned to the userin the CRM are synced to the user's email system
address book (evenifthe user can see the contactinthe CRM).

= Allvisible: Uses CRM's security rules. If the user can see an item in the
CRM, the item is synced to the user's mailbox if the modification date is
after the Sync Start Date. If the user can modify the item in the CRM, a
change to the item in the user's mailbox syncs back to the CRM.

= SyncDirection: Can be set to one-way sync from the CRM to the user's mailbox
for contacts, leads, calendaritems, and tasks.

Address Book Modules

H Address Book Modules

Select modules to synchronize

| Contacts Filter by: | Must be Owner ¥ Two-way Sync (bi-directional) N

¥ Leads Filter by: | Must be Owner v Two-way Sync (bi-directional) <7

Advanced Options

Contact display name format: FirstName LastName v

Replace contact's website field in mailbox with a link to view record in CRM.

a
Limit the number of records synced to mailbox

v

Address Book: Replace Outlook contact website with Contact web-link to view the record in
the CRM. If selected, Riva-synced CRM contacts include a view in CRM link. This link replaces
whatever was previously in the Website field.

www.RivaEngine.com
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CompanyCRM

Full Name... Parker Fillman ]

l
Company: | U.N.C.L.E. Inc. 577878 ]
Job title: | Technician ] >
File as: lParker Fillman } = I/‘.{! \H"‘\
) T e R e b
[l E-mail... ~ | |ofilman@kidsugar.cn ]
Display as: [ pfillman@kidsugar.cn l

[ Web page address:

IM address:
P O R I LT D N S G

Business... ~ | |1214)555-5432 ]
Home... -~ [ l
Business Fax... -~ [ }
Mobile... = [ ]
AdArEeSSEeS ----======= === -
Business... - 901 S.Main Way
T ~ Richardson, TX 75080 g
[] iThis is the mailing ; 2
iaddress Map It

= AddressBook:Limittotalrecordcount:Iftheoptionisselected,thevaluecanbeset.
This option limitsthetotalnumberofRiva-synced CRM contacts created intheuser's
mailbox address book. The most current (based on the date/time last saved) is
copied. If the maximumvalueisreached,RivaremovesolderRiva-synced CRMcontacts
fromOutlookto syncnewer CRM contacts. Usethisoptionto preventmobiledevices
fromlockingupdueto an excessive number of contacts being synced.

www.RivaEngine.com
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Calendaring Module

@ Calendaring Modules

Calendar items synchronization uses the same attendee processing rules defined on the
Email Smart Convert tab.

Select modules to synchronize

¢ Appointments | Two-way Sync (bi-directional) 3

¥ Tasks | Two-way Sync (bi-directional) o

Advanced Options

| Append attendee contact info details to appointment body @
¥| Synchronize meeting reminders
¥| Synchronize recurring appointments from mailbox to CRM @

¥| Synchronize appointments tagged as 'Private’ in the mailbox @

= Calendar:Appendalistofattendeecontactinfotothebodyofthe appointment. If
this option is enabled, Riva appends a list of the CRM attendees' contact information
(email address and associated account) to the body of the appointmentin the email
system.

= Calendar: Disable Reminder Synchronization feature. For more information,
see Disable alarm and reminder synchronization.

= Calendar: Synchronize recurring appointments from mailbox to CRM. See Synchronize
Exchange recurring appointments. This option enables "sync series" so that each
recurring appointmentin theseriesis created inthe CRM as a separate appointment.

= Calendar: Skip appointments tagged as 'Private' in the mailbox calendar. By
default, Riva syncs these appointments, but their contents are not visible to other
users. Selecting this option disables their synchronization to CRM completely.

Folder Modules

Theoptionsselected heredictate which modules sync,dependingonthe othersettingsyou
select onthe Email AssignTo tab.

www.RivaEngine.com
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Best Practices:
= Donotselectdatathatyoudonotwantto synctoyouruser's mailbox.
= Donotselectmodulesthatare notenabled in the CRM for the users.
= Youcanchange any of the module selection settings later.

= Ifyouclearthecheckboxofanadvanced module (opportunities,cases,etc.),folders
related to thatitem type are removed from the user's mailbox.

& Folder-based Modules

Select modules to synchronize

[ cases Filter by: | Must be Owner ~
) Contracts Filter by: | Al visible v
[J opportunities Filter by: | Must be Owner v

Step 4: Configure Email Smart Convert

On the SmartConvert tab, enable and configure the ability to create new CRM objects by moving
or copying an email item to a corresponding "- Create New" folder; that object is created and
synced to CRM.

= Createanopportunity,case, project,orquotebyusingthesourceemailasthesubject
and content of the new CRM object.

= Usetheemaildomainnametocheckiftheaccountexistsforeachemailaddressin
the email.

= Usetheemail addressto checkifthe contactexists foreach emailaddressinthe email.

Select Enable SmartConvert to turn this feature on.

www.RivaEngine.com
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Synchronization Policy Settings Help: How to Configure

General |\ Schedule Configuration w EmailSmartConvertl’ Email Assign To Y Email Sentltems | EmailInbox | Advanced

Email SmartConvert

Copy or move an email into a "Create New" drop folder to create a new opportunity, case, or quote, based on the email.

SmartConvert can be enabled for all non-contact and non-calendar modules and is available for all email clients that support Setting up your Riva sync policy:
filling or copying email into folders. Email SmartConvert Tab

Enable SmartConvert | (Help: What is 'SmartConvert’)

Processing Rules

Existing contacts and users will be matched by email address. For those that don't match, a new contact (and account, if applicable) will be created. Riva uses the account
web site URL (and associated email addresses, if applicable) to try to match existing accounts. A new account will be created using the contact email domain as the account
name.

Options
¥ Must match or create at least one Contact or Lead @
¥ Match against recipients listed in CC and BCC fields
If no Contact is matched, match against Leads
Delete item upon successful processing, instead of returning to folder
Enable Attachments Synchronization
¥ Users and Contacts are mutually exclusive
Creation Filter
¥/ Enable contact, lead, and account creation.
¥ When creating a new Contact, if no Account is matched, create a new Account

Add | Remove | Clear

© Use this list to prevent the creation of new CRM contacts and accounts for specific domains.

Options. Rivafirstreadstheaddresseesintheheaderoftheemail. Foreach email address, Riva
attemptstofindamatchingCRMuser (referredtoasthe "systemuser"intheRivalogs),contact,
and/orleadintheCRM.SyncingtheemailintotheCRMishandledinaccordancewiththecontact
and account/organization (and email item handling) option settings. Select or clear any of
the following options:

= MustmatchorcreateatleastoneContactorLead:Ifthisoptionisselected, Rivamust
find atleastoneemail addressinthe CRM as acontactorlead, oritmustcreatea
contactor lead if no matches are discovered by Riva in the CRM.

= Do not match against recipients listed in CC and BCC fields: When Riva examines the
addressees of an email,itignores all CCand BCC email addresses. Emails copied to the
CRM are not linked to those contacts.

= IfnoContactismatched,matchagainstLeads: WhenRivaattemptstomatch
email addressesagainstcontactsand cannotfind amatchingcontact,Riva
attemptsto match against CRM leads.

www.RivaEngine.com
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= Iftherecipientisnotmatched,createLeadinstead of Contact:IfnoCRMcontactor
leadis matched for an email address, Riva creates a lead instead of a contact. If this
option is selected, When creating a new Contact, if no Account is matched,
create new Account option does not work.

= Treat'Reply-To:' as From: (Recommended: [Selected].) When Riva checks the sender
of the email, if the addressee does not match the "Reply-To" value, Riva uses the
"Reply-to" email address.

= Deleteitemuponsuccessful processing,instead of returningto folder: (Default:
[un- selected].)

= [Un-selected]:Aftercreatingtheemailinthe CRM,Rivamovestheemailitem
from the"-Create New" orAssignTodropfoldertothelnboxand categorizes
thatemail item as ProcessingComplete.

= [Selected]:Aftercreatingtheemailinthe CRM, Rivadeletestheemailitemfrom
the"-CreateNew" orAssignTodropfolder.Thosedeletedemailitemsare
purged from the user's mailbox and cannot be recovered.

= Attachments: Disable synchronization: (Default:[Selected].)
= [Selected]: Riva does not sync email attachments to the CRM.

= [Un-selected]:RivasyncsemailattachmentstotheCRMwhilerespectingany
CRM attachment uploading restrictions (for example, file size or file type) that
are in place.Forattachmentuploadingrestrictions,seeyour CRM
documentation.)

= Attachments: Append attachment summary to email body: If selected, this option
includesalistofemailattachmentsinthebodyofthesyncedemailinthe CRM.Theuser
can cross-referencetothesource emailfrom theirmailboxto look forthe original
attachment.
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e SelectDisableallcontactsandaccountcreationto preventSmartConvertfrom
creating newaccounts,contacts,orleadsifamatchfortheemailaddresscannotbe
foundinthe CRM. Inthis case, theitemis notcreated inthe CRM. Thisforcesthe userto

createtheaccount, contact, or lead inthe CRM manually.

= Add domain names for which you do not want Riva to automatically create new contacts
and/or accounts in the CRM to the filter, for example, @gmail.com. This prevents the
creation of accounts and contacts for any domains included in the filter. We recommend
adding domain names of common generic online email services like Google Mail, Yahoo
Mail, Live.com (Hotmail), and your own company email domain. This does not prevent
Riva from archiving emails to these accounts based on the specific user email address.

Step 5: Configure Email AssignTo

TheAssignTofeatureenablesyoutoarchiveemailsto "other"itemslikecases,opportunities,

projects, orquotes.

On the Assign To tab, select the Enable Assign To option.

Synchronization Policy Settings

Help: How to Configure

X
General |\ Schedule Configuration  \  Email Smart Convert T Email AssignTo  \ Email Sentltems \ Email Inbox

\ Advanced \

Email AssignTo

Copy or move an email into an AssignTo drop folder to archive the email into the history of an existing opportunity, case,
quote or other supported module.

© Folder-based module items synchronization uses the same contact processing rules defined on the Email
Smart Convert tab.

[#) Enable AssignTo (Help: What is "AssignTo")

Folder Creation Options

reached, the oldest folder(s) in the list will be removed.

-
¥ Maximum number of tracked items 30
-

¥/ Maximum age (in days) of tracked items | 30 -

Folder Sort Options

® Sort by date modified
Sort alphabetically

After an opportunity, quote or case is created or modified in the CRM, it will be synchronised to the "Assign To" folder in the email system. If the age or number restriction is

Setting up your Riva sync policy:
Email AssignTo Tab
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Ifenabled, thefeaturecreatesindividualAssignTo"dropfolders"forthemostcurrentCRM
objects (cases, opportunities, projects, and quotes), depending on the modules thatyou
enabledon
theSynchronizationtab.(SeeStep3SyncConfiguration-FolderModules.) Threeoptions
manage those "dropfolders":

= Maximum number of tracked items: Defines the maximum number of drop folders
created. (Maximum allowed: 99 folders). If there are more current items than what is
configured as the maximum (for example, you have 31 open cases but have set this value
to 30), the oldest drop folder is removed from the user's mailbox and replaced with the
newest or newest revised drop folder. This has no effect on the actual item in the CRM. An
item's age is determined by the item's last modified (saved) date.

= Maximumageoftrackeditems:Definesthemaximumagethatanitemcanreach
before RivaremovesthedropfolderfromyourOutlookclient.(Maximumallowed:99
days.)Even if you have not reached the maximum number of allowed drop folders, a
drop folder is removed when it reaches the maximum age. Set this value to equal the
average span for yoursalescycle. Forexample,ifyoursalescycleisnormally 45 days,
setthisvalueto45. Youcanre-addadropfolderbyopeningthecorrespondingitemin
yourCRMandsavingit.
That action modifies the last modified date for the item and restarts the age tracking
forit. Anitem's age is determined by the item's last modified (saved) date.

= Sort Options: You can listdrop folders of the same type by date modified or alphabetically.

Step 6: Configure Email Sent and Email Inbox Options

TheEmailSentitemsand Emaillnboxtabsareforautomaticemailsync.Bothtabshavethe
exact sameoptionsbutrespectively affectyourSentitemsorinboxfolderseparately. Ifyou
selectthis featureon eitherorboth tabs, usersdo nothave to manually move or copy email
fromrespectively theSentltemsorinboxfoldertoa"-CreateNewEmail" foldertoarchivethe
emailtotheCRM.

Warning: Enabling this feature can significantly increase the amount of physical storage space
used by the CRM to store archived email. Carefully consider CRM financial costs for data storage
before enabling this feature.

Toenablethefeature,selecttheEnableEmailSentitemsand/orEnableEmaillnboxcheck
box. The email processing and contact creation filters appear when the policyis enabled.
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General Schedule Configuration \ Email Smart Convert | Email Assign To Email Sent ltems | Email Inbox  \ Advanced

Email Sent Items

Synchronize email that are sent from the users mailbox. This feature can be used to automate processing replacing the ‘/
need for the user to manually copy the sent items to the "Create New Email" folder. Z

> [

2 < 7 < 5 Setting up your Riva sync policy:
Recipients will be matched by email address for users, contacts or leads. For those recipients that don't match, a new Email Sent Ttems Tab

contact, account or lead will be created based on the processing options selected below. Riva uses the account web site URL @
(and associated email addresses, if applicable) to try to match existing accounts. A new account will be created using the

contact email domain as the account name.

A Warning! The CRM is not designed as an email retention or archiving solution.

By enabling this feature, you acknowledge there is a potential for a very large data set to be generated and stored in CRM. Carefully consider any additional
CRM data storage costs before enabling this feature.

¥ Enable Email Sent Items

Options

¥ Only detect items with required category

#| Must match or create at least one Contact or Lead

¥ Match against recipients listed in CC and BCC fields
If no Contact is matched, match against Leads

Creation Filter

Enable contact, lead, and account creation

Bydefault,EmailSentItemsand Emaillnboxareconfiguredtoarchiveonlysentorinboxemail
itemsthatcanbematchedtoanexistingCRMcontact. This preventsarchivingunwantedemail
and creating contactsin an uncontrolled manner.

The following options are automatically selected:

= Only detect items with required category: This requires that you assign the Riva-
created categorytoanyemailitemsthatyouwanttosync.Ifyouwantto clearthischeck

box,which would enable autematicsync;contactthe Riva Success Team.

= MustmatchorcreateatleastoneContactorLead:Ifyouselectthisoption,Rivamust
find atleastoneemail addressinthe CRM as acontactorlead,oritmustcreatea
contactor lead if no matches are discovered by Riva in the CRM.

= Disable all contacts, leads, and account creation: (Recommended.) To prevent the
creation of accounts or contacts if a match for the email address cannot be found in the
CRM contacts. In this case, the item is not created in the CRM. This requires the user to
create the account and contactin the CRM manually.

For an explanation of the different processing options available, see SmartConvert options.
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Step 7: Enable the Synchronization Policy

To enable the policy:

1. Onthe Generaltab, select the Enabled option, and select OK.

Synchronization Policy Settings Help: How to Configure

General \ Schedule \ Configuration \ Email Smart Convert \ Email Assign To \ Email Sent ltems \ Email Inbox \ Advanced
Policy Status

- |
¥/ Enable Policy i . . =
© By enabling the policy, you agree to the terms and condition of use. ” Z \ -

Setting up your Riva sync policy:
General Tab

Historic CRM Item Filtering

To limit the number of items initially transferred from the CRM, define a "Sync Start Date".

Only CRM records created or modified on or after the selected date below will be initially synchronized.

Sync Start Date: | 4/1/2019

Error Email Notifications

Provide email addresses that will be notified of errors that prevent the synchronization from completing. Press enter after each email.

X Export € Back Next = |® Cancel 0

Your browser refreshes and shows that your policy has been enabled.

Synchronization Policy

Synchronization schedule running.  Edit Policy £ Sync Now # View Logs

2. WaitforuptofourhoursfortheinitialsynchronizationtooccurbetweenyourCRM
and your user'smailbox

3. Toviewthesync history, select ViewLogs.
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Manage your Riva CloudAccount

View Account Summary

To access the account summary for your Riva Cloud subscription:

= Onthetop menubar,select My Account, and then choose My Account.

fivo

Riva Cloud

> [ o@e
- ‘-
Sync Logs My Account Users

You are in Com

Page]|25

You are logged in as cdelorey@rivadeviabs.col

MY ACCOUNT ~ LOG OUT

& My Account
™ Contact Information

& Change Password

abled.

B3 Payment Method
B Payment History Is
@ Change Subscription

The account summary appears.

A
B 2 &

SynclLogs My Account Users

Account Summary
Username

cdelorey@rivadeviabs.com

Account #
A00000152

Subscription #
A-S00000156

Next Billing Date
01-APR-2020

EULA Acceptance Date
Tuesday, June 19, 2018

Data Residency Region / Configuration Pod
United States - na10

Mode
Company

Subscription Level

Riva Cloud Hosted NFR - 1-User Year-to-Year 150 Users
Riva Insight NFR 50 Users

Subscribed Since
01-OCT-2011

EULA Version
2018.05.25

You are in Company Mode.  Riva Insight is enabled.

0 %

Help Contact Us

MY ACCOUNT

& Account Summary

& Contact Information

SECURITY
& Authentication
& Network Trusts

Audit Summary

BILLING DETAILS
B Payment Method
B Payment History

& Change Subscription

The account summary shows the policyholder, account number, billing information, data
residency, configuration POD, and subscription type. When submitting a support tick to the
Riva Success Team, providing this information will be helpful.
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View Contact Information

To access the contact information for your Riva Cloud subscription:

= Onthetop menu bar, select My Account, and then choose Contact Information.

You are logged in as cdelorey@rivadeviabs.com

- -y
er a MYACCOUNT ~  LOG OUT

Riva Cloud
& My Account

Youarein Com & Contact Information ~ &bled
& Change Password

3 [ °@e
- '.‘ B3 Payment Method
Sync Logs My Account Users B Payment History Is

W Change Subscription

Riva Cloud displays active contacts and all contacts. If you have permissions, you can modify the
active contacts and add contacts in the All Contacts section.

Active Contacts:
= Billing Contact: Receives invoices and payment notifications.

= TechnicalContact:ReceivesRivaCloudreleasenotices,maintenancealerts,and
key product notices.

= AdditionalBillingEmailAddresses:Additionalemailaddressestosendinvoices
to. Separate the addresses with commas.

All Contacts:

Inthelistofallcontacts,thebillingandtechnicalcontactsarerespectively
labeled Billing andTechnical.
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Change the Riva Cloud Admin User Password

To change the Riva Cloud admin user password:

1. On the top menu bar, select My Account and then choose Change password.

You are logged in as cdelorey@rivadeviabs.com

MY ACCOUNT ~ LOG OUT

& My Account

Youarein Com & Contact Information  abled.

& Change Password
s @ @

- '.‘ B3 Payment Method
Sync Logs My Account Users B Payment History Is
@ Change Subscription
Authentication MY ACCOUNT

Current Authentication Method: Password Authentication °
& Account Summary

To change your authentication method, expand the appropriate option below: & Contact Information

SECURITY

& Authentication

& Network Trusts

Q@ Change Password

Riva Cloud has recently updated the user password policy. You are required to create a secure password to continue.
Audit Summary

Ysemame BILLING DETAILS
cdelorey@rivadeviabs.com &5 Payment Method

New Password Confirm Password B Payment History

I m | ® Change Subscription

« At least eight (8) characters long.

« At least one uppercase character (A-Z) and at least one lowercase character (a-z).
= At least one digit (0-9).

« At least one special character (for example: |, @, #. $, %, *, & %, (.),0r.)

Change Password

OntheChange Password page thatappears, followtheinstructionstocreateasecure
password, confirmit,and select Change Password.
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Reset a Forgotten Password

If you forget your Riva Cloud login password, you can request a verification code to access
Riva Cloud and enter a new password.

1. Athttps://www.rivacloud.com, select Forgot Password.

2. Followtheinstructionsthatappear andselectContinue.

Forgot your password?

Enter your Riva Cloud user name to reset your password.

username@company.com

™
N

reCAPTCHA

Privacy - Terms

I'm not a robot

You will receive a verification code by email at the email address you entered as your
Riva Cloud user name.

3. Followtheinstructionsthatappear whenyou selected Continue.

4. InRivaCloud,ontheChangePasswordpage,enteranew password.Useasecure
passwordthatiseasyforyoutoremember.Confirmthe password and select
Change Password.
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View the Audit Summary

The Riva Cloud Audit Summary lists security events, configuration adjustments, and/or
subscription changes that have occurred or have been made up to six months ago. From the
summary, you can drill down to the complete details and export the full logs to a .CSV file.

To access the audit summary:
1. On the menu bar, select My Account and then choose Audit Summary.
S [ ] e@eo N
. “aa® (]
Dashboard SyEogs Mygunt Users 9!;) Contact Us

Account Summary MY ACCOUNT

=

& Account Summary

Contact Information

SECURITY
& Authentication
& Network Trusts

E B Audit Summary

BILLING DETAILS

B3 Payment Method

B Payment History

Toviewthecompletedetailsofasummaryline:Hoverthe mouse cursoroverthe
corresponding Detail columncell.

To export the full logs to a .CSV file: Near the bottom of the window, select Export.
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= Thefollowingtypesofsecurityevents,configurationchanges,andsubscription
changes may appearinthe auditsummary:

Security events

Logon,

Logout,

Impersonate,
PasswordChange,
UserAdded,
UserModified,
UserPasswordReset,
UserEnabledStatus,
UserDeleted,
NetworkTrustModified,

ExternalAuthenticationModified.

Configuration changes

PolicyCreated,
PolicyEnabledStatus,
PolicyModified,
PolicyDeleted,
PolicySyncNow,
ConnectionCreated,
ConnectionPasswordUpdate,
ConnectionModified,
ConnectionTest,
ConnectionDeleted,
ViewlLogs.

www.RivaEngine.com

Subscription changes

RegistrationTrial,
PurchaseStarted,
PurchaseCompleted,
Amendments,
PaymentMethodUpdated,
Cancellation,
ContactCreated,
ContactEdited,
ContactDeleted.
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View and Edit Billing Details

Manage Online Payment Options

To manage online payment options:

1. Onthemenu bar, select My Account, and then choose Payment Method.

& B 2 & 0 =

Dashboard Sync Logs My Account Users Help Contact Us

Account Summary 1 MY ACCOUNT

& Account Summary

¥ Contact Information

SECURITY
P Authentication
& Network Trusts

Audit Summary

m

LLING DETAILS

> B3 Payment Method

B Payment History

2. Onthepagethatappears,enteranew payment method, selectthe current default
payment method, and/orupdate an existing payment method.

Add a payment method

1. SelectCredit Card, Bank Transfer (USD), or Cheque.
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& 0 & ¥

Dashboard Sync Logs My Account Users

Payment Method

Current Payment Method: Credit Card - Visa - Cardholder - ************(313

For payment instructions, select the desired payment method below:

© Credit Card

A Changes to credit card payment details are processed every night and will apply automatically

Credit Cards: [Visa - Cardholder - *****s*=+=*+0313 (Default) v ]| Refresh |
Set Default Delete | Edit || Add New |

© Bank Transfer (USD)

© Cheque

2. Provide the informationrequested.

Forexample,foracreditcard,selectthetypeofcard,andselectAdd New,and complete
the form that appears. You can add two or more credit cards.

3. Toaddanother payment method, repeat steps1and2.

Set the default credit card

Ifthereisonlyonecreditcarddefined,thedefault paymentisautomaticallyset. Assoonasa
second credit cardis added, you must define the default payment method to ensure that the
correctcredit card isbilled.

To set the default credit card:
1. OnthePayment Method page, select Credit Card.

2. Onthelist of credit cards, select a card, and select Set Default.
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Update a credit card

You may need to update the expiration date on a credit card.

To update a credit card:
1. Onthe Payment Method page, select Credit Card.
2. Onthelist of credit cards, select a card, and select Edit.

3. Editanyfield, and select Submit.

Theonlinebillingsystemvalidatesthe credit card before updatingitonthelist of valid payment
methods.

View Account Invoices

To view account invoices:
= Onthe My Account panel, select Payment History.

Fromthis page,youseealltheinvoicesissuedsincetheinitialsubscriptionandthestatus
of eachinvoice,andyoucanviewaninvoiceasaPDFfilesothatyoucansaveitorprintit

for yourrecords.
Invoices
& Account Summary
Invoice # Invoice Date Due Date Total Status

¥ Contact Information
INV00011638 3/31/2015 3/31/2015 1.00 PAID view
INV00007287 5/28/2014 5/28/2014 15.70 PAID view
INV00006847 4/28/2014 4/28/2014 15.70 PAID view
INV00006469 3/28/2014 3/28/2014 15.70 PAID view & Authentication
INV00006098 2/28/2014 2/28/2014 1570 PAID view & Network Trusts
INV00005710 1/28/2014 1/28/2014 15.70 PAID view

Audit Summary
INV00005367 12/28/2013 15.70 PAID view

INV00005045 11/28/2013 11/28/2013 15.70 PAID view
INVO0004710 10/28/2013 10/28/2013 15.70 PAID view
INV00004130 8/28/2013 8/28/2013 15.70 PAID view B Payment Method
INV00003771 7/28/2013 7/28/2013 15.70 PAID view B Payment History
INV00003516 6/28/2013 6/28/2013 15.70 PAID view ~

& Change Subscription
INV00003251 5/28/2013 5/28/2013 15.70 PAID view
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Increase the number of licensed users

To add licensed users to the Riva Cloud subscription:
1. Onthe MyAccount panel, select Change Subscription.
2. Specify the number of users to add.

3. Verifythatthe TotalUser Count after Change hasincreased toshow the newvalue.

& & ¥ ©

Dashboard My Account Users Help Contact Us

Subscription Details

& Account Summary
A-S00001529 Riva Live Hosted Premium - 1-User Year-to-Year 5 Usersk $299.40 (USD) & Contact Information

& Change Password

Add Users to Subscription B Payment Method
B Payment History

Number of Users to Add 4 Change Subscription

A Cancel Subscription
Total Users Count after Change: 7'

Add Users to Subscription Gk

4. Select Add Users toSubscription.

Riva Cloud processes this change by calculating a pro-rated value for the number of users for
the number of days remaining for the current billing period. The credit card specified in the
Payment Method will be billed immediately. The next regular billing period will be modified to
increase the monthly charge to include the additional users added.

Decrease the number of licensed users

Reducing your license count in My Account is currently not available.

To reduce the user count and corresponding billing, do one of the following:

= OntheRivaCloud page, select N Contact Us, and either

= Lookupaphonenumbertocallus,andselectthe Billing departmenttorequest
the change; or

= Filloutthe Contactthe RivaSuccessTeam formtorequestthechange.Besure
to indicatetheloginusernameoftheadminuserfortheRiva Cloud
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subscription;or
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Send an email to billing@rivasync.com to request the change. Be sure to indicate the
login user name of the admin user for the Riva Cloud subscription.

Cancel Subscription

Important to know before you cancel:

You will receive an email to confirm the cancellation.
There are no refunds for partial months or for unused services.

You can login and administer your account up to the end of your subscription. During
that time, your data will continue syncing.

As of the cancellation date, you and your users will not be able to login
to https://www.rivacloud.com,datawill ceasesyncingforallusersinthesubscription,
and all user syncrecords will be removed.

You arewelcometore-subscribe later,but you willnot be eligible foranotherfree trial
of the service.

If your payments are overdue, you need to contact Riva Billing to process your
cancellation. If your payments arein good standing, you can cancel the subscription as
perthefollowing procedure.

To cancel a Riva Cloud subscription:

L.

2.

Loginto https://www.rivacloud.com asthe admin user.

On the top navigation menu, select My Account.
In the right column, select Cancel Subscription.

Onthe Cancel Subscription page, read the cancellation terms and the effective date of
your cancellation. If you are sure you would like to cancel, select Yes, Proceed with
Cancellation.

Onthenextpage,providethedetailsfortheindividualauthorizingthecancellation,
and select Next.

On the next page, please provide your reason for cancellation and optionally
enter a comment, and select Proceed withCancellation.

The next page displays a confirmation message.
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Manage Users in RivaCloud

Add one or more target users to Riva Cloud Corporate

1. Nearthetop leftcornerofthe User Manager, select Add User.

You are in Company Mode Riva Insight is enabled.

> [ W
1 I
B o & O =
Sync LOgS My Account Users Help Contact Us
Search Q Search Filter: m Enabled Error Disabled Admin
+ Add User | \iliSerecremm— 50 Rows v Show ~ = =:]

Users (sync status)

ACTIVE ERROR OTHER

2. Onthe New User page, provide the details for the new user.

New User

Username Send Welcome Email
® To user ( Tome (/Do notsend

¥ Enable User Account ' Locked by Intrusion Detection
Password Confirm Password

¥ Generate

Leave empty if no changes

First Name Last Name

Country Time Zone (For Log Viewer)

Canada (UTC-04:00) Atlantic Time (Canada)

User Type Notification email (Not used for sync)

Normal User (Synchronization Allowed)
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3. SelectSave.

The new user is added to the User Manager.

Edit a userin Riva Cloud

To edit a user, hover over to the username and select the pencil.

L@ cd-ns@rivadeviabs.com Christian Delorey [EWS + NetSuite] Unknown
L@ cd-ood@rivadeviabs.com Christian Delorey [EWS + Oracle On-Demand] Unknown
O s cd-osc@rivadeviabs.com Christian Delorey [EWS + Oracle Sales Cloud] Unknown
L cd-sapcac@rivadeviabs.com Christian Delorey [EWS + SAP C4C] Unknown
B @ cd-sf@rivadeviabs.com Christian Delorey [EWS + Salesforce] Unknown
= ﬂ cd-sugarod@rivadevlabs.com Christian Delorey [EWS + Sugar On-Demand] Unknown
O Q cd-suitecrm@rivadeviabs.com Christian Delorey [EWS + SuiteCRM] Unknown

You can change user account details such as name, country, and time zone.

cd-sf@rivadevlabs.com X
Username
i ¥ Enable User Account' ' Locked by Intrusion Detection

cd-sf@rivadeviabs.com Rename

Password Confirm Password
& ¥ Generate ®

Leave empty if no changes
First Name Last Name

Christian 0] Delorey [EWS + Salesforce]
Country Time Zone (For Log Viewer)

Canada v (UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stoc v
User Type Notification email (Not used for sync)

Normal User (Synchronization Allowed) v cd-sf@rivadeviabs.com
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Enable or disable a user(s)

DisableduserscannotlogintotheirRivaCloudaccounts,andtheirsyncpoliciesare
disabled. You cantemporarily disable or re-enable target users.
1. Editthe targetuser.
2. Do one of thefollowing:
= Toenablethe useraccount, select the Enable User Account check box.

= Todisablethe useraccount, clear the check box.

cd-sf@rivadevlabs.com X
Username

Sl adevEDs oofl ——— ¥ Enable User Account ' Locked by Intrusion Detection
Password onfirm Password

& ¥ Generate ®

Leave empty if no changes
First Name Last Name

Christian @ Delorey [EWS + Salesforce]
Country Time Zone (For Log Viewer)

Canada v (UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stoc v
User Type Notification email (Not used for sync)

Normal User (Synchronization Allowed) v cd-sf@rivadeviabs.com

Cancel Save

3. Atthebottom of the page (not shown onthescreenshot), select Update to update
the target useraccount.
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Toenableordisableusersinbulk,selectthe usersyouwantto affectand select With Selected
and Disable User or Enable user.

<4 Add User | With Selected ~ 50 Rows v Show ¥ = B

Users (sync | & synchronize Now
11 Disable Sync. Policy

0 P> Enable Sync. Policy
ACTIVE -> Manage Delete Safety
&’ Enable User
4 use | X Disable User % Name ¢ Last Sync
cd.demo.dyn365@gmail.com Christian Delorey [Gmail + Dynamics 0365] Unknown
cd.demo.ns@gmail.com Christian Delorey [Gmail + NetSuite] Unknown
cd.demo.ood@gmail.com Christian Delorey [Gmail + Oracle On-Demand] Unknown
cd.demo.osc@gmail.com Christian Delorey [Gmail + Oracle Sales Cloud] Unknown
cd.demo.sapc4c@gmail.com Christian Delorey [Gmail + SAP C4C] Unknown
cd.demo.sf@gmail.com Christian Delorey [Gmail + Salesforce] Unknown
cd.demo.sugarod@gmail.com Christian Delorey [Gmail + Sugar OD] Unknown
cd.demo.suitecrm@gmail.com Christian Delorey [Gmail + SuiteCRM] Unknown

Remove a user

UsersarenotnormallyremovedfromaRivaCloudsubscriptionaccount.RivaCloud
administrators caninstead disable a user, which

= immediately stopsthe data syncto the disabled userand

= makestheuser'slicenseavailable forreassignmentto anew userwithoutincreasing
the license count.
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Manage the Connections

Edit a Riva Cloud Corporate Connection

To edit or manage a Riva Cloud Corporate CRM or email connection:

= OntheDashboard, locate the connection, and select Edit.

You are in Company Mode Riva Insight is enabled.

& B o = 0 =

Dashboard Sync Logs My Account Users Help Contact Us
Connections
[ Edit @ Edit
Microsoft*
salesforce EXCh an g e
demo-cd@omnideviabs8.com demo-cd@omnideviabs8.com
Synchronization Policy
EEEE) synchronization schedule running. @ Edit Policy & syncNow B View Logs

Test the current connection password

If you check your Riva Cloud Corporate sync logs and you see a connection error, you can test
the connection.

ToconfirmthatRivaCloud Corporatecanusetheexistingpassword configuredinthe
connection:

1. Editormanage the existing CRM or email connection.

2. Inthe connection edit window, select the I understand check box (if visible),
and select Test Connection.
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Connection

Managing a Sugar connection
User name

Address

Options

¥ Enable 'Sync to Outlook' Features @ \What is 'Sync to Outlook’

Proxy

HTTP Proxy Server

Advanced Options

Advanced Options (Advanced Mode)

These advanced options are configured on the synchronization policy.

Key Value Disabled Actions

X

s the tion user dedi d for synchronization e

#' Update Password >4 Test Connection (i ) © cancel i Delete

3. Dependingon the testresults, proceed as follows:
= Ifthetestpasses (thatis,the connectionisworking), select Save.

= Ifthetestfails,change the connection password, and testthe connection again.

If,afterapasswordchange,theconnectionteststillfails,contacttheRivaSuccess

Team forassistance.

Change the connection password

To change a non-Salesforce and non-Google connection password in Riva Cloud Corporate:

1. Editormanage the existing CRM or email connection.

. I # Update Password
2. Intheconnectioneditwindow thatappears,select

3. Inthewindowthatappears, providethe new password, selectthe check box
and select Save.
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4. Inthe connection edit window, select the I understand check box (if visible),
and select Test Connection.

You are in Company Mode.  Riva Insight is enabled.

= ] >z
o@e
& E - ‘o O =
Dashboard Sync Logs My Account Users Help Contact Us

2R Microsoft Exchange

Connection
Exchange (EWS) URL -- All selections below are secured using HTTPS.
@ Looking to migrate your existing account to an Office 365 OAuth

é x Connection? Get in contact with us.

Username

@ To test the connection information provided, Please use Microsoft Exchange Remote Connectivity Analyzer with option "Synchronization, Notification, Availability, and
OOF" to ensure your settings are correct.

# Update Password >4 Test Connection o © cancel il Delete

5. Ifamessageboxdisplays Password updated successfully, select Close.

If,afterapasswordchange,theconnectionteststillfails,contacttheRivaSuccessTeam

for assistance.

To update the password for Salesforce or Google, click here for more information.
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Manage the Sync Policy

To modify the sync:

1. Loginto RivaCloud.

2. Onthe Dashboard, select Edit policy.
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®©® &

Dashboard sync Logs My Account Users

Connections
@ Edit

Your CRM
connection

Synchronization Policy

Synchronization schedule running.

0 M

Help Contact Us

(@ Edit

Your email
connection

(# Edit Policy < Sync Now ¥ View Logs

Enable or disable the sync policy

To enable or disable a sync policy:

1. Edit thepolicy.

2. Inthe Synchronization Policy Settings window, select the General tab:

X
General \ Schedule V'\\ Configuration \{"\ Email Smart Convert V'\\ Email Assign To

Email Sent Iltems V'\\ Email Inbox |\ Ad

Policy Status

Historic CRM Item Filtering

A A e

) Enable Policy
© Your policy is disabled. It will not be synchronized.

PRI G 1}

I e FRCTCITIS £

Eakimaidhie
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= Toenablethe policy,selectthe Enabled check box. Thered notice disappears.

= Todisable the policy, clear the Enabled check box. A red notice appears,
advising you that the policy is disabled and will not be synchronized.

2. Select Save to apply the changes.
If the sync policy is disabled, the Dashboard changes. The Riva Cloud service

immediately stops syncing to any of the target users listed in the User Manager.

Synchronization Policy

Data is not being synchronized. @ cditPoicy B View Logs

Change the historic item filter start date

During your free 15-day trial, the historic items filter is limited to 15 days into the past. After
a subscription paymenthasbeen established, that limitisremoved, and the historicitems
filterdate can be set furtherinto the past.

To change the historic item filter start date:

1. Editthepolicy.

2. Inthewindow that appears, set the historicitems filter date to the desired date.

Synchronization Policy Settings Help: How to Configure

General \ Schedule \:‘u‘_ Configuration \‘x_ Email Smart Convert Email Assign To “:“ Email Sent Items \v“‘_ Email Inbox |\ Advanced \

Policy Status

Enable Policy /!

© Your policy is disabled. It will not be synchronized.

=

Setting up your Riva sync policy:
General Tab

Historic CRM Item Filtering

To limit the number of items initially transferred from the CRM, define a "Sync Start Date".

A |

Only CRM records created or modified on or after the selected date below will be initially synchronized.

Sync Start Date: | 11/13/2018 )

Error Email Notifications

Provide email addresses that will be notified of errors that prevent the synchronization from completing. Press enter after each email.

3. SelectSavetoapplythechanges.
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Afterthe sync policy is saved, the Riva Cloud service repolls the CRM for all contacts, leads,
calendar items, and tasks that fall into the scope of the new date and creates copies of
those items in the user's address book, calendar, and task list. If the date is changed to a
date closer to the current date, Riva Cloud removes previously synced items that now
fall out of the filter's scope.

Change the sync category or contact folder name

Afterasyncpolicyissaved,the Rivacategory /contactfoldernameandthecreateseparate
contact folder options cannot be modified in the sync policy.

You can request a change to those options by contacting the Riva Success Team. Those changes
will result in a full re-sync of all previously Riva-synced data for each user.

Changes in the category color can take up to 24 hours to take effect.

Request a sync cycle

Youcanrequestasynccycletoimplementasyncpolicychangeortoschedulequicksync
during off-peak hours. This feature does not work during blackout periods.

To request a sync cycle:

1. Loginto RivaCloud.

2. Onthe Dashboard, select Sync Now.

demo-cd@omnideviabs8.com

Connections

@ Edit

Synchronization Policy

Synchronization schedule running.

[ Edit

Microsoft®

2 Exchange

demo-cd@omnidevlabs8.com

[ Edit Policy < Sync Now

B View Logs

Your request is queued, and the sync should start within five minutes. You cannot request

Sync Now more often than every five minutes.
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View the sync logs

You can view the sync logs for each user.
1. OntheRivaCloud menu bar, select Sync Logs.

The log panel appears and displays the currently logged-in account.

lect a User

Search for a user name or email address by entering two or more characters.

Last sync time: Today, 4:53 PM

Next scheduled full synchronization : 4:58 PM
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€ Go Back

Refresh

@ Created Contact in Exchange
E Created Contact in Exchange

E Created Contact in Exchange:
(3 Created Contact in Exchange:

E Created Contact in Exchange:
@ Created Contact in Exchange:
[j Created Contact in Exchange:
E Created Contact in Exchange:
@ Created Contact in Exchange:
‘€4 Synchronization Starting... (Today, 2:19 PM)

v Synchronization Completed in 1:10 min. (Today, 2:20 PM)

[j Created Appointment in Exchange: Meeting w Albert [2016-11-16 11:00-07:00]
@ Created Appointment in Exchange: Meeting w Albert [2016-11-17 11:00-07:00]
’j Created Appointment in Exchange: Meeting w Albert [2016-11-18 11:00-07:00]
(3 created Contact in Exchange:
@ Created Contact in Exchange:

Mr. Tim Barr
Mr. John Bond
Ms. Pat Stumuller

Ms. Lauren Boyle

: Ms. Ashley James
: Paul Morais

(3 Created Contact in Exchange:
@ Created Contact in Exchange:

Ramirez

Jerry Neuville
Peter Black

Neil Tinkerton
James McKay
Albert Wintermann

Pablo Ramirez

€ Go Back

| Normal View M|

2. Ifthe admin accountis a non-syncing user, select another user from the drop-down menu

to see that user's synclogs.

3. Ifthereareconnectionerrorsinthelogfile orif manyofthedataitemsfailtosync,

contact the Riva Success Team and request help.

From this log-view,

= you can select Go Back to return to the Dashboard,
= you can select Refresh,and

= youcanswitchto a Detailed View for the same log.
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2 ¥ 0 =
& O© & =
Dashboard Sync Logs My Account Users

Help Contact Us

cloudtest_premium_sf@testriva.com

18|
Search for a user name or email address by entering two or more characters.

Last sync time: Today, 5:19 PM

Next scheduled full synchronization : 6:19 PM

v 3 successful synchronizations [completed between ‘Today, 4:50 PM' and 'Today, 5:19 PM']

v Synchronization Completed in 11 secs. (Today, 4:26 PM)

i |

‘Normal View
L (-GoBackJ

www.RivaEngine.com




Page| 49

Common Errors

Connection Errors

There are two common connection errors:

CannotConnecttotheTarget System-System NotAvailable: Thistypeoferrorindicatesthat
theCRMoremailsystemisnotaccessibletoRivaCloud Corporate.Toconfirmthisissue,attempt
to logintothe CRMorOutlookWebAccessasanynormaluser.lftheloginscreenisnotavailable
or allloginsforanyenabled users aredenied, thenthereisanissue with thetarget system.To
resolve theissue, contact the CRM, email system administrator, or host provider.

Cannot Connect to the Target System with Given Credentials: This error indicates that Riva
Cloud Corporate cannot connect to the CRM or email system using the user credentials currently
configured. To confirm this issue:

= Attemptto login to the CRM or email system as the Riva Cloud connection user (service
account). If the login is denied, then there is an issue with the Riva Cloud connection
user. Contact the CRM or email administrator and confirm the login user name and
password for the Riva Cloud Corporate connection user.

= Iftheusernameand passwordhavenotchanged: TesttheexistingRivaCloud
Corporate connection password.

= Iftheusernamehasnotchanged,butthepasswordhaschanged: UpdatetheRiva

Cloud Corporate connectionpassword.

= Iftheusernamehaschanged:Disablethesyncpolicy,andcontacttheRiva
Success Team to reconfigure the connection.

= IftheusershavebeenmovedtoadifferentCRMoremailsystem:Disablethesync
policy, and contact the Riva Success Team.
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Delete Safety Error

Riva's Delete Safety is a feature that reduces the likelihood of unintentional mass deletions
when syncingyour CRM and email system. When the number of queued deletions exceeds a
threshold, Delete Safetyissues an error,and Riva does not process the deletions.

X [Calendar] [CA] Poll result returned more deletes than allowed [64/50]. Aborting sync to prevent possible data loss.
X [AddressBook] [CC] Poll result returned more deletes than allowed. Total Count: 189 [28.1%/25%].

Aborting sync to prevent possible data loss.

Delete Safety Threshold

EverytimeRivaCloud processesdeletions—onceeveryfourhours—itchecksifthenumberof
items queued upfordeletion exceeds one or more of the following default threshold values:

= Contacts: 250 itemsor25% of the currently synced items.
= Appointments: 50 itemsor 10% of the currently synced items.
= Tasks:50itemsor75% of the currently synced items.

= OtherModules: 100 items or 25% of the currently synced items.

Some of the most common triggers for delete safety errors are:
= Massdeletingemail or CRM items.
= Reassigning contacts or sales territories in the CRM.

= Deleting a recurringappointment.

Solutions for Delete Safety Errors

When a Delete Safety error occurs, investigate the queued deletions.

= Ifyouhavedeterminedthatthedeletionswereintentional,seeAllow deletionsblocked by
Delete Safety - Riva Cloud.

= Ifyouhavedeterminedthatthe deletionswereunintentionaloryouwanttoerrontheside of
caution, please contact the Riva Success Team and indicate that you would like us
to skip the pending deletions — let us know which user or users are affected.
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Ifyou areuncertain where the deletionsoriginated from,contactthe Riva Success Team to request
additional details. As per our company policy, Riva does not store client data; the information we can
provide s limited. Generally, we can provide the CRM IDs of the first ten pending deletions per
module; however, thisis not guaranteed.

= IfDeleteSafetyerrorsfrequentlyoccurandyouconsiderincreasingyour
Delete Safety thresholds, contactthe Riva Success Team.

Allow Deletions blocked by Delete Safety

To allow INTENTIONAL deletions:
1. Logintoyouraccounton Riva Cloud.
2. Onthemenubar,select SyncLogs.

3. Belowthemenubar,skimthroughthelistofusers,andseehow manyare
experiencinga Delete Safetyerror.

BEST PRACTICE: Ifallthe deletions of multiple users areintentional,do NOT process those users
onebyone.ThatisbecauseRivarestartsthesyncforallusers,whetheryou processonlyone
user oragroup ofthematatime. Restartingthe syncforeach error multiple timeswould most
likely delay the syncforallusers.

4. Choosethecorrectusecase:

= If only one user has a Delete Safety error and all the deletions are
intentional, perform these steps.

a. Inthe drop-down, select the user.

b. Intherefreshed user'slog, look foran errorindicated by an "X" and click asinstructed.

v Synchronization Completed in 20 secs. (Yesterday, 6:30 AM)
/A [AddressBook] [CC] Poll result returned more deletes than allowed [6162/250]. Aborting sync to prevent possible data loss.

For more information on this error and to resolve it, click here. @

‘I synchronization Starting... (Yesterday, 6:29 AM) ref: UT17Z1FGKCL2

c. Go to step5.

= Ifmultipleusershave Delete Safety errorsand alltheirdeletionsareintentional,
do as follows:

= Inthe User Manager, select the affected users. Click With Selected
and choose Manage Delete Safety.
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+ Add User With Selected v

~u < Synchronize Now

I Disable Sync. Policy
P Enable Sync. Policy

3 ) m.
w < Manage Delete Safety

= den

: . & Disable User
& Enable User

On-Demand)

&  vm.demo.osc@gmall.com

Virina Mekhall [Gmail + Oracle Sales Cioud]

= vm.demo sapcdc@amail.com

ina Mekhall [Gmail + SAP CAC|

(<
|

vm demo sf@gmail.com

¥ == vm.demo sugarod@gmail. com

Virina Mekhall [Gmail + Sugar OD])

5. OntheDelete Safety page thatappears, verify that the listdisplays theright userorusers.

= Ifthereisonlyoneuser,verify thatthe Module drop-down displaysthe
correct module.

= Iftherearemultipleusers,then onthe Module drop-down, selectthe module
that you want toprocess.

& 0 & w 0

Dashboard Sync Logs My Account Users Help Contact Us

About Delete Safety

Riva's delete safety feature Is designed to prevent unintentional mass deletions. If the number of items queued for deletion exceeds the default threshold
values, Riva will not sync the deletions. For more information, see our Knowledge Base: hitp:/kb omni-ts comventry/1350 &

You can change the delete safety threshoid to meet your specific sync requirements by contacting our Riva Success team.

/ © 4

Information Allow Deletions Create Support Ticket

The following users were selected:

It you determine that the deletions were If you are uncertain where the deletions
vm.demo.sf@gmail. com intentional, select this option to aliow the originated from or if you would like to
vm.demo.sugarod@gmall.com deletions to sync increase your Delete Safety threshold,

2 contact the Riva Success Team to request
Module: / additional details by selecting this option
Cal Call-back Phone No.:

AddressBook

Calendar
Tasks
Users
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6. UnderAllowdeletions,selectContinue,and watchtheautomaticallytriggered sync
cycle ontheSyncLogs page.Donotselect SyncNow,and donotdisablethesyncpolicy
untilthe synccycle has completed and processed your Delete Safety deletions.

7. Ifyoustill encounterissues, contact the Riva Success Team.

Unable to Match User to Impersonate

Riva matches target users based on their email address in CRM. Riva requires matching mailbox
primary SMTP address to the corresponding CRM user's email address.

Ifthe system cannotfind aunique match, thenitis not possible toform aconnection between
the corresponding mailboxuserand the CRM user. Inthat case, the synccannottake place.

This can happen for a few reasons:
1. Thesystemcannotlocatea CRM userwith a matchingprimary SMTP emailaddress

2. ThesystemlocatedaCRMuseraccountwithamatchingprimarySMTPemailaddress,
but the CRM accountis not active oris disabled

3. Thesystem has located a CRM group object that is assigned the matching primary
SMTP email address

4. Thesystem haslocated two or more CRM users with the same emailaddress

Solution: Modify the CRM user to ensure there is only one active CRM user account with
the matching primary SMTP email address.

Synchronization Failed Due to CRM ID Conflict

Riva createsarelationship betweenthe userID and theuserthatissyncing.IfthatID changes
for anyreason,thesystem will stop synchronizationto preventanytype ofdata corruption.
You will sometimes see this errorif auser needs to be renamed (for example, surname
change).

Solution: This can be fixed by contacting the Riva Success team and having them perform a
Clear Mailbox ID Conflict. Before performing this reinitialization, it is best to understand the
circumstances of the error; for example, was the user recently renamed.
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Previous Folder ID does not match Current Folder ID

Rivamaintains atransactionrecord foreach userthatrecordsthefolderIDsintheuser's
mailbox whereitemsarestored. TheseobjectsareassigneduniquelD's. RiveusesthoselS'sto
locatethe objectsandsearchforitemstosavethem.IfRivadiscoversthatthelDsdonot match,
itwillreport an error.

An example would look like this:

[XA] Previous folder ID does not match current folder ID. A reinitialization is required

TheerrorindicatesthattheID'sforExchange AppointmentsaredifferentthantheonesRivahas
on file. The error is considered critical, and therefore, Riva stops sync to prevent any data
integrity issues.

Solutions: ThiserrorcanberesolvedbycontactingtheRivaSuccessTeam.Theywill perform
a reinitialization to clear the error and allow sync to resume. Before performing the
reinitialization, however, they will need to know some importantinformation:

1. Whatchanged with the user's mailbox?
1. Wasthereamigration oramailboxrebuild?
2. Ifso,whendiditoccur?
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Requesting Support

There afewwaysyou canrequestsupport; theyarelisted below. Whenrequesting support,itis
importantthatas much information be provided as possible:

1. The policyholder

2. Affected module(s)

3. Affectedusers

4. Specificexamples,i.e.,contact names or subjects

Riva Cloud Form

To use the Contact Us form:

1. Logintohttps://www.rivacloud.com.

2. Onthe menu bar, select CONTACT US.

3. Complete the Contact the Riva Success Team form.

Tips for the Message box:

= Ifyouseeanerror,preferably copyand pasteitfromtheRivaCloudsynclogs
so that wereceive the exact wording of the error.

= Ifyourcountryhasmultipletimezones, pleaseletus knowinwhichtimezone
you are.

4. Atthebottom of the form, select SEND MESSAGE.

Your submission is assigned to a sales or support agent who will reply by email.

Riva Website Form

This form comes in handy to request support if you cannot log in to Riva Cloud.
To use the Riva website form:

1. Onhttp://www.rivaengine.com/, point to Resources, and select Help.
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2. FillouttheSupport Request form, and select Send.

Your request is assigned to a sales or support agent who will reply by email.

By Email
You can also request support by sending an email to support@rivacloud.com with the following
information:

Your name.

Your contact phonenumber.
Your timezone.
Priority: Use "Urgent", "High", "Normal", or"Low".

Severity: Use "Critical: Service is failing or not syncing" or "Non-Critical: Some users
are stillsyncing."

Subject title of the supportrequest.
Email address of the Riva Cloud admin user.
Email address of the user experiencing the syncissue.

Description oftheissue.|fyouseeanerror,copyand pasteitfrom the Riva Cloud sync
logs so that we receive the exact wording of the error. If there is a data sync issue, be
specificaboutthenatureofthesyncchallenge,whoisaffected,andthesubjectofthe
email (ifyou aretryingto SmartConvert or AssignTo anemailin adrop folder).

Please include screenshots of the email client or CRM item that is being affected.
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Appendix

Register for a Riva Cloud Account

secure password

Terms and conditions of use

ChooseyourRivaCloud Mode

Preventing duplicates: Dealing with Outlook plug-

ins Do not run Riva twice against the same user

Create aMicrosoft Dynamics CRM on Office 365 connection

Create a Microsoft Dynamics CRM 2011 connection

Create aMicrosoft Dynamics CRM 4 connection

Create an Oracle CRM On Demand connection

Create a Salesforceconnection

CreateaSugar,info@hand,orintelecrm

connection Create a NetSuite CRM connection

Create a Sage CRM connection

CreateanSAPC4CCRMconnection

Create an Oracle Sales Cloud connection

ConnectaGSuiteaccount(paid

subscription) Create an Exchange

connection

Create a GroupWise connection

ConfigureanExchange ORIBMNotesPolicy

Manage myaccount:

View the Account Summary

Change the Admin user

password Set or update the

payment method View account

www.RivaEngine.com
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invoices;

Changeyoursubscriptiontoincreasethe numberoflicensed users

Changeyoursubscription to reduce the numberoflicensed users

Cancel yoursubscription
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Return to the

Dashboard. Manage

users:

Add one or more target

users Edit a user:

Change the user login password

Enableordisablethe user

account Change user account

details Disable/enable auser

Remove a user

Manage the connections:

Common connection errors

Test the current connection

password Change a connection

password

CRM or Exchange system changes

Manage the sync policy

Enableordisablethesync

policy Modify the sync policy

Change the historic item filter start date

Changethesynccategorynameorcontactfolder

name Request a synccycle

View the sync logs
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