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Foreword

WelcometoRiva’s “Riva On-Premises Management Guide for Administrators”. At Riva, we are
proud of our client’s and we are invested in your success. Therefore, we have put together to
guide to assist us with thatgoal.

The purpose of this guide is to provide Riva Admins the ability to more effectively manage
their Riva On-Premises instances and have the tools you need to be effective.

Eachsectionofthisguideislaid out with detailed steps. The headings ofeach sectionare
hyperlinkedtorelevantorcorrespondingKnowledge BaseArticlesthatcanbefound onour
website and you will find additional links throughout this guide to further assist you.

At the end of this guide you will find an Appendix that list all the relevant Knowledge Base
Articles that are relevant to this guide.

Finally,lwould add, thatthisisonlymeantasaguide. Ifyou areexperiencinganissueorhave
any questionsregardingthe contents contained within this guide, pleasereachouttoourClient
Success Team viathe Riva Support Request form.
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Common Questions About Riva On-Premises Deployments:

Here are some common questions and answers related to deploying a Riva On-Premises server:

1. Question: How long does a typical "Riva deployment" take?
Answer:Providedthatallpreparationshavebeencompleted, aRivaOn-Premisesserver
can beinstalled, licensed,configured, enabled,and monitored forfirsttimesyncpolls
between 90 minutesto 3 hours. The length of timevaries dependingontheskilland
experience of theindividuals conducting the deployment.

2. Question:Whatisthedifferencebetweena"trial","pilot",and"production”
Riva deployment?
Answer:Anycustomer canbe provided ano-cost "trial" licensefor5usersthatis good for
15 days to evaluate and confirm if Riva is a viable sync solution. Larger enterprise
customers may wantto deploya "Pilot" environmentto testasmall group of users with
real data before approvingafull "production" deployment.

3. Question: What kind of support is provided during "trials"?
Answer: You have access to full levels of support during a "trial" period. Support
includes access to online documentation, submitting support requests, and
consultationswith the Riva Success Team to confirm sync policy option settings.

4. Question:Isdedicated technical assistance available to deploy a Riva server?
Answer:Yes. The Riva Success Team offers a Get Started Bundle (GSB) for Riva On-Premises
forExchange,Google'sGSuite,andGroupWisedeployments.AGSBconsistsofuptothree
hours of dedicated technical assistance to guide you through all of the steps on the
deployment checklist. At the present time, we offer a White Glove Session to Notes
customerstoassistwithdeployingRivaOn-PremisesforNotes.ToscheduleaGet
Started Bundle or White Glove Session, contact the Riva Success Team.

5. Question:Is Riva On-Premises available for retail Gmail?
Answer: Riva On-Premises uses a concept of "user impersonation" that requires an
admin level user to impersonate into other mailboxes in the same business email
system.Retail GMailisnotdesignedforthisconcept.CustomerswhowanttosyncCRM
datawiththeir GMail mailboxes can use our hosted Riva Cloud for Google service.

6. Question:IsthereadocumentthatdescribestheRivaOn-Premisesdeployment
modelin more detail?

Answer: Yes. We invite you to read our online Knowledge Base article Overview of a Riva
On-Premises Serverdeployment.

www.RivaEngine.com



7. Question: Canlschedule a demo of Riva On-Premises before making a decision to deploy?

Answer: Yes. Contact the Riva Success Team to schedule a How Riva syncs my data demo.
8. Question:Arethereanyvideosavailablethatdemonstratedatasyncfordifferent

email clients and mobiledevices?
Answer: Yes, we invite you to visit our YouTube channel and view the various playlist
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Manage Riva On-Premises

Upgrade Riva to the Latest Public Release:

To use the procedure laid out below, the following requirements must be met:

Riva 2.4.31 or higher is currently installed. (To know which version is
installed, see Determine which Riva On-Premises version is installed.)

The Riva server has accessto theinternet.
The firewall allows communications with Check for Updates.

If any requirement is not met, contact the Riva Success Team, who will either

Perform the upgrade foryou or
Provide you with theinformation to manually update Riva.

To update Riva to the latest public release:

e A

Startthe Riva Manager application.

Onthe menu bar, select Check for Updates.

Note: If you do not see Check for Updates, select Tools and then select Check for
Updates. Either way, on the menu that appears, select Automatic Update (Online).

If the update fails at this point or laterin this procedure, see What to doif the online

update fails.
Inthe Internet Connection window, select Yes.

If an Update Available window appears, select Yes.
Inthe Download Successful window, take note of the version number, and select OK.
Close and restart the Riva Manager application.

ChecktheversionofRivacurrentlyinstalled,andverifythattheversionnumber
matches the one you took note of.

Select OK.
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Manually Upgrade Riva:

Requirements:

YoucanalsoupgradeRivatothelatestpublicrelease —withouthavingtocontacttheRiva

Success Team first — if some requirements are met.

Manually Upgrade:
To manually update Riva On-Premises version 2.4.31.13761 or higher from a ZIP file:

1. Gotothe URLthatthe Riva Success Team or a Riva developer has given you, select the file
that you were advised to download, and download it. (Contact the Riva Success Team.)

2. Savethe.zipfiletoanyfolderoutsidethe Riva serverfolderstructure.

3. Right-clickthe.zipfile,andselectProperties.Inthewindowthatappears,onthe General
tab, ifthe Unblock button exists, selectit, and then select OK.

4. Startthe Riva Manager application.

5. Onthe menubar, select Check for Updates.

If you do not see Check for Updates, select Tools and then select Check for Updates.

Either way, on the menu that appears, select Manual Update (Offline from ZIP file).

6. IntheOpenwindow,browsetoandselecttheRivainstallation ZIPfile,and select Open.
A "Processing ..." window appears while Riva runs the manual update process. Riva
extracts the ZIP file, copies the files into the applicable Riva server folders, and re-installs

any Riva windows services.

WhenRivahasfinishedthemanualupdate process,an Updating Rivaissuccessfully
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completed! message boxappears.

"1 Updating Riva is successfully completed!

Manual installation of 'Riva 2.4.54.58598' from
file has completed successfully!

Please restart Riva to use the updated version.

Takenoteoftheversionnumber,andselectOK.
Close and restart the Riva Manager application.

Inthetop left,selectthe Rivalogo,and confirmthatRivahasbeenupgradedtothe
release version that you took note of.

] About Riva
rve

Installed modules:

Connection Module: Connection Group A
Connection Module: Microsoft Exchange 2010

Connection Module: Microsoft Exchange 2007

Connection Module: Microsoft Exchange 2013

Connection Module: Microsoft Exchange 2016

Connection Module: Ews Connection Group

Connection Module: Ews Dynamic Connection

Connection Module: Microsoft Office 365

Connection Module: OpenLDAP

Connection Module: Microsoft Dynamics CRM 4 (Legacy)

Connection Module: SugarCRM

Connection Module: Intelecrm v

Module details:

Copyright © 2008 - 2019 Riva International Inc. and/or its affiliates. All rights
reserved. Riva Integration Server is made possible by leveraging 2 number of
open source libraries. All trademarks are property of their respective owners.

10. Select OK.
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How to Roll Back a Riva Installation:

Ifafterupgrading Rivayouobserve problems,youcanrestorethe previousversion ofRiva
without losing connection settings or policies.

Possible Challenges:

Riva performed properly before the upgrade, but afterwards, one or more of the following occurs:

Riva does notstart.

ARiva policy does not execute properly — it displays errorsin the logs.
The update partiallyfailed.

Riva On-Premises fails to synchronize properly.

Rivacloseswhenlattempttorunapolicy orperformascheduledpolicyusing
Windows scheduler.

Perform a Rollback of the Riva Installation:

1.

2.

Open Windows Services, and stop any Omni Riva services.

P[=] 3 |

s 5
% Services

File Action VYiew Help

e B FRR Q2B > n 1 »

% Services (Local) Name /

| Description | Status )ﬁartup Type | Log C ;]
ity Support Provider Provides s... anual Local
Source Engine Saves inst. anual Local
e Software Protection Platform

. Started
T ( 1 Agent for Exchange) ... Started Manual
f%)Omni Riva (CRM Agent) Omni-ts.co... Automatic

L&88% Dok L b Alarta PUPOIROE o7-1 -1 74 VPP PO 1, EYTIT PRPORIP N =Y 17T)
e R R VVEN

Manual

IfaRivaserviceisstuckinaStoppingstate,stopitmanually.Forinstructions,
seeRivaserviceis stuck "stopping".

InWindows Services,foreach OmniRivaservice,openitsproperties,and confirmthe
path to the service executable file

www.RivaEngine.com
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Omni Riva {CRM Agent for Exchange) Propetties (Local Comput... [& B3

General ILog UnI Hecoveryl Dependenciesl

Service name:  Riva_Service_CrméAgentEx

Display name: lUmni Riva [CRM Agent for Exchange)

Omni-ts.com - Riva Collaboration Integration Engine :J

Descipon - CRM Agent for Exchange _'J

Path to executable:
am FileshOmnitRivatdpplicationt2.4.34. 1605840 mni.Riva. CrméagentE . exe

3. Startthe Riva Manager application.

4. Inthe top-left corner, select the Riva icon. In the About Riva window that appears,

confirm the version number, and double-click the version number.

fiVe - [Click on the Riva Logﬁ)

(1°i About Riva

Double-click on the
Lversion info

friveoe

Installed modules:

Connection Module: Connection Group
Connection Module: Microsoft Exchange 2010

Crmemmmdine Madida: Mincanaft Conlhmman 2007

Windows Explorer displays the contents of the \Riva installation folder.

5. Close the Riva applicationwindows.

6. InWindowsExplorer,navigatetothe\Riva\Applicationfolder.Takeanoteof

the previous versionnumber.

@& Application

File Edit View Favorites Tools Help

@Back v \) v l’ ’ /_’) Search || Fold

Address I\fj C:\Program Files\Omni\RivalApplication

MName - l Size I
5)2.4.32.14620
)2.4.33.15152
)2.4.33.15710
)2.4.34.15398

S (To roll back
592.4.34.16058 To roll back
[)Base

) ClientInfo.config ‘-
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7. Openthe ClientIinfo.config filein an ASCII-based text editor, and modify
the<versionRuntime> <versionRuntime>valuetoreflecttheversion numberofthe
previous Rivaversiontoroll back to, forexample, 2.4.34.15939.

E *C:\Program Files'\Omni*Riva‘ Application',ClientInfo.config - Notepad ++

File Edit Search View Encoding Language Settings Macro Run Plugins Window 7

| cOBHB 5 8|4 DD|2e(wa|+ s|BEE1FED EEEBE| LY
change.log ] Hivabop ese confin [=] Clientinfo.config
1 <?xml version="1.0"2>
<ClientlipplicationInfo xmlns:xsi="http://vwuw.w3.org/2001/XMLSchema-instance” xmlns:xsd="
hetp://vuw. w3 . org/2001/ XMLSchema' >
<versionRuntime>2.4.34.15939</versionRuntime>
<lastUpdated>2013-04-15T17:24:48.5215028-06:00</ lastUpdated>
5 </ClienthipplicationInfo>

Save the file, and close the text editor application.

8. Close WindowsExplorer.
| Note: Ifperforming a Rivarollback for Riva Policies and Reports, skip steps 9to 12 and 14. |
9. OpenaCMD promptwith elevated privileges (Run asadministrator).
10. CD to the path of the version to roll back to, for example
CD C:\Program Files (x86)\Omni\Riva\Application\2.4.34.15939 [enter]
11. Toreinstallthe Omnisync service for Riva for Exchange, type Omni.Riva.CrmAgentEx.exe
--reinstall [enter]

¢+ Command Prompt S [=] B3

C:\Program Files\Omni\RivaNApplication\2.4.34.1592392>0mni.Riva.CrmAgentEx.exe ——rmm
einstall

C:\Program Files\Omni\Riva\Application\2.4.34.15939>

Riva Collaboration Integration Engine (CRM Agent) [Uersion: 2.4.34.159391]
Copyright (c> 2013 Omni Technologies Solutions, Inc. All rights reserved.

Initializing Logger
Reinstalling Service...

Done?

To reinstall the 64-bit sync service, type Omni.Riva.CrmAgentEx64.exe --
reinstall [enter]

Note: The 64-bit Riva sync service is not available in Riva releases prior to 2.4.40. If you
need to roll back to a release prior to 2.4.40, the 64-bit service must be uninstalled, and
the 32-bit service must be installed. For assistance, contact the Riva Success Team.

To reinstall the Omni sync service for Riva for GroupWise,
type Omni.Riva.CrmAgent.exe --reinstall [enter]

www.RivaEngine.com
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Services not related to CRM Sync

Toreinstallthe OmniRivallAgentserviceforRivallS for GroupWise, type
Omni.Riva.llAgent.exe --reinstall[enter]

Toreinstall the Omni Riva Monitorservice for Riva for GroupWise SDL,
type Omni.Riva.Monitor.exe --reinstall[enter]

FormoreinformationonRivaservicesnotrelatedtoCRMsync,seeExpose
Riva services to monitorsoftware.

12. Close the CMDwindow.
13. Start the Riva Manager application. Select the Riva logo, and confirm that the version
has been rolled back.

LU 7§ About Riva

frMve

S

14. Open Windows Services, open the properties of the applicable Omni CRM Agent
service, and confirm that the path is now set to the version that you rolled back to.

e -
2T SEEVICES

File Action VYiew Help

¢ @R 2E|[>» = I =

7% Services (Local) | Mame 7 l Description I Status l Startup Type l Log On . :]
%8 Office Software Protection Platform Office Soft... Started Manual MNetwork
%Omni Riva (CRM Agent for Exchange)  Omni-ts.co... Manual Local Sy
%Omni BEEU RN Omini Riva (CRM Agent for Exchange) Propetrties {(Local Comput... [ B3
%Performance Logs
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Applies to

Allinstallations of:
= Riva On-Premisesserver
® Riva Policies andReports
® Riva ManagedApplications
® Riva ldentityIntegration

Creating an App.Settings File to enable Advances Options:

Many advanced options can besetto adjusthow Rivaanditscomponentsworktogether.In
some cases,theuseofanadvancedoptionrequiresthecreationofan App.Settingfile,as
describedinthis article.Inothercases,youcanenteradvanced optionsintofieldsintheRiva
Managerapplication

What is an App.Settings file?

An App.Setting file is a file that contains code to set various advanced options for a specific part
of Riva. Multiple App.Setting files can be created. These files have a predefined XML format that
must be respected; otherwise, the specific component may not start.

Create an App.Setting File

To create an App.Setting file:
1. Make critical backups.
Locate the properdirectory.
Create the App.Setting (.config)file.
Copy the default contentsinto the new .configfile.
Insert specificcontents.

AN

Save and test your settings.

Step 1: Make critical backups

® Create copiesof the following:
= The\Riva\Configuration folder.
= Allthe.configfiles that reside in \Riva\Application\<version in use>.

Tip: Always back up your current Riva configuration and application before deleting
or altering existing files.
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Step 2: Locate the proper directory

Locate the directory appropriate for your configuration. Every time Riva is updated and a new
version is installed, a new "application" directory is created. This "application" directory contains
executables, DLL libraries, and localization resources.

® \Riva\Application\Base\ for a new installation

Name Date modified Type Size
. Base 2011.05.09 11:40 File folder
=] ClientInfo.config 2011.05.0911:44 CONFIG File 1KB

® Riva\Application\<latest version>\ for an updated installation. (Note: Always select
the latest version or the currently running version.)

Name Date modified Type Size 2
. 242310972 2011.04.27 13:54 File folder
. 242310975 2011.04.27 14:03 File folder
. 242310976 2011.04.28 14:25 File folder
. 24.23.10983 2011.04.29 19:00 File folder
|l 242311000 201104291900 Filefolder B =
|| ClientInfo.config 2011.04.29 19:00 CONFIG File 1KB -

Step 3: Create the App.Setting (.config) file

1. Inthedirectoryidentified at step 2, create a textfile.

Dependingonthemoduleforwhichyouwanttosettheadvancedoptions,thefilename
will be different.

2. Inthistable, find the appropriate file name:

To modify this the file nameis

Riva Manager application RivaApp.exe.config

Riva CRM Service Monitor interface Omni.Riva.CrmMonitor.exe.config
Riva CRM Agent for Exchange Omni.Riva.CrmAgentEx.exe.config
Riva CRM Agent for IBM Notes Omni.Riva.CrmAgentEx.exe.config
Riva CRM Agent for GroupWise Omni.Riva.CrmAgent.exe.config
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18

3. Save thefile by using the appropriate name. Ensure that the extension is
".config" and NOT ".txt".

Step 4: Copy the default contents into the new file

Copy the contents of the default template into the new .config
file. Default template of an "empty" App.Setting file

Take care to copy the contents exactly as they appear. The required format is the same for
every Riva App.Setting file.

Step 5: Insert specific contents

In the default contents that you copied into the file, replace "App.Settingl.Key" and
"App.Settingl.Value" respectively with the "key" and "value" that you have received from
Riva support or found in another Knowledge Base article.

Step 6: Save and test your changes
1. Save thefile.

2. Restartthe componentthatthe file was created for.
3. Verifythattheoptionis producingthe desired effect.
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Example of an App.Setting File with Four Advanced Settings
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Moving Riva to a Different Windows System

Ifrequired,RivacanbemovedtoadifferentWindows system.Mostmovesarerequired tosatisfy
one of tworequirements:
m A corporate migration to the latest version of Windows and decommissioning of
older Windows systems, or
® MovingRivatoaWindowssystem thatcan better meetthe resource requirements
of a larger enterprise deployment (100+ target user accounts).

Forinstructionsifyou needtorelocatetheRivafolderstructureonthesameWindows
system, see Move Riva to a different folder or volume on the same Windows system.

The steps in this article have been written to move the Riva On-Premises server, but they can
be usedtomoveanyinstallationinstanceofRiva.ForthelistofWindowsservicesthatRivacan
install, basedonthepolicyorapplicationconfiguredforthatinstance ofRiva,see ExposeRiva
Servicesto monitoringsoftware. Ifyouarenotdealingwith RivaCRMintegration, please
disregardanysteps orinformation that pertain specifically to Riva CRM Integration.

Terms used:

For the procedure to move Riva to a different Windows system, refer to the following terms:

® Source system or server: The Windows server where Riva is currently installed.
This instance of Riva will be decommissioned.

® Targetsystemorserver:TheWindowsserverwhereRivawillbemovedto.This
instance of Riva will be deployed as the operational Riva server.

To move Riva to a different Windows system:

Prepare the target host Windows system to meet the system requirements for Riva.
Remove the current Riva Agent service.

Prepare the \Riva folder structure foramove.

Move Riva from the source Windows system to the target Windows system.

Upgrade Riva on the target Windows system.

Enable Riva on the target server.

N kW=

Decommission the current Rivaserver.
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Step 1: Prepare the Target Host Windows System
To prepare the target host Windows system:

1. Ensurethatthetarget host Windows system meets the system requirements.

2. Configure connections to the target email and CRM systems. (Refer to the source
Windows system.)

Step 2: Remove the Riva CRM Agent Synchronization Service from the Source Host
Windows System

Itiscritical to ensurethatthe Riva CRM synchronization service onthe source Windows system
be removed. Thisis necessary to prevent creating duplicate records in the CRM, which would
occur if two instances of the Riva CRM synchronization service configured against the same
targetsystems and users were running concurrently.

Onthe source Riva server, start the Riva CRM Monitor application, and stop the service.

2. Open Windows Services, and confirm that the Omni Riva (CRM Agent for Exchange) or the
Omni Riva (CRM Agent) status is blank. If the status is displaying Stopping, see Riva service
is "Stopping..." for steps to force the service to stop.

3. InWindows Services, open the properties of the Riva CRM Agent service, and copy the
path to the service to the Windows clipboard.

(=] Computer Management | =10] x|
B Fle  Acion View Window Hebp | =le =]
- | O@FER RE|> =1 » |
';Ccnmcrm»oemntﬂocd) Nare  / |ngr lgﬂ;l
7 8 et v b TRl - (-~ o o) ropertes Lo o
8 Shared Folders ERaNet. Tep Port Sharing Service General LogOnl R | »
: ecovery | Dependencies |
@ 5§ Local Users and Groups R4 NetMeoting Remote Deskiop Sharing |
& Performance Logs and Alert: | gy natwork Access Protection Agent Service name:  Riva_Service_CrmAgentEx
B} Device Manager R Network Connections —
S Storage & K DDE Disploy name: Dmnd Biva [CEM Agert for Exchange)
¥ m S‘“? € Network DDE DSDM e Orewts. com - Rirva Colisboration Iniegraion Erges =
FE oick M oo SR Natwork Location Awaransess (NLA) BSCEOPOn: i-cnmwmsm =
= 2 Services and Apphcations SaNetwork Provisioning Service
Sanens ERINT LM Security Support Pravider Path to execusable:
W4l Control SR Omni Riva (CRM Agent: for Exchange)
= BB Indexing Service S Omni Riva (CAM Agerk)
8 Omni Riva (Event Monkor Xnow) Startup ype: | Axsomatic
629 Omni Reva (HlAgent)
$Ryperformance Logs and Rlerts Past
SaPhsg and Play Service otz Started Y
ﬁo.w.n. Mak s Savial Ak wvhas Sarica
Stan S Phuse He
< | 21 \(Extended )\ standard / | e :

| You can speciy the stant parameters that appdy when you stait the sernice
from here.

[ ok ]| coes |1 b |
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4. OpenaCMD promptwith elevated privileges (Run as administrator).

5. Enter CD\ and press ENTER. Type a " (double quotation mark), then click in the CMD
prompt window, right-click, and select Paste. After \Omni.Riva.CrmAgentEx.exe, add a
" (double quotation mark), add a space, type --uninstall, and press ENTER.

¢ |Command Prompt =l

Microsoft Windows [Uersion 6.1.760811]
Copyright (c> 20089 Microsoft Corporation. All rights reserved.

C:\Documents and Settings\Administrator.DEUB3-EX07>cd \

C:N\>"C:\Program Files\Omni\Riva\Application\2.4.34.15641\0Omni.Riva.CrmAgentEx.ex

e'" ——uninstall

C:N\>
Riva Collabhoration Integration Engine (CRM Agent) [Uersion: 2.4.34.156411]
Copyright (c> 2013 Omni Technologies Solutions, Inc. All rights reserved.

Initializing Logger
Uninstalling Service...

When Done! appears, press ENTER, and close the CMD prompt window.

Refresh Windows Services, and confirm that the Riva CRM Agent service has
been removed from the list of installed services.

8. Close Windows Services.

Step 3: Prepare the Riva Folder Structure for a Move

In most circumstances, if Riva has been deployed for a significant period of time, the size of the
\Riva folder can be substantial. It is best to remove non-essential files to reduce the size of the
\Riva folder structure. This will reduce the amount of time it takes to move Riva to a new host
Windows system, especially if the move is to a new data center.
Herearesomesuggestionsfortrimmingnon-essentialfilesfrom the \Rivafolderstructureto
minimize the size of the ZIPfile:

1. Createafullbackupofthe\Rivafolderstructure,forexampleRiva-
2014.07.10- Backup.zip.

2. Inthe Riva Manager application, on the menu bar, select Policies, and disable all of
the sync policies.

3. InWindows Explorer, navigate to \Riva\Application\,and remove all the version
folders olderthan the oneyou are currently using.

4. In\Riva\logs\, remove all logfiles that are more than six days old.
In \Riva CRM Integration Logs\, remove the user folders that are no longerin sync
policies.Optionally,youcanremovelogfilesfromeachuser'sfolderthataremorethan
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six daysold.

Remove the \Riva\Resources)\ and \Riva\lLicenseRequests\ folders.
7. Removeanybackup copiesoffoldersunder\Rivathatwere madeearlier,
for example \Riva\Configuration.bak or \Riva\Copy - Configuration\.

Additionally, you can trim some files from the sync policy transaction folders. You have
to be careful with this to ensure that you do not remove the wrong files. (You can
recover those folders from the backup created at step 1 if required.)

8. Inthe Riva Manager application, on the menu bar, select Policies. Edit a sync policy.

Select General, press the CTRL key, and double-click the Name label in the form beside
the text box of the policy name.

Windows Explorer displays the contents of the transaction folder for that sync policy.
10. Navigate to the \Lookup folder.

You will see a folder for each user, for
example USERNAMESDOMAINSCOM for username@domain.com.

11. Removethefoldersforusersthathave been permanently removed fromthesyncpolicy
and will never be added back.

12. Foreach sync policy, repeat steps 1to 4.

Step 4: Move (or Copy) the Riva Directory to the Target Windows System

Thisiswhenyoumoveorcopytheinstallationinstance of Rivafromthesource Windowssystem
to the target Windowssystem:

1. Onthe source Windows system, start the Riva Manager application. On the menu
bar, select Policies. For each sync policy, right-click, and select Disable.

2. OnthetargetWindows system, create the desired \Omnifolderstructureonalocal
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drive. Mapped network drives cannot be used. Examples of valid folder structures:

c:\Program Files\Omni (For Windows 64-bit.)

c:\Program Files(x86)\Omni (For Windows 32-bit.)
d:\Omni (Example for secondary volume.)

3. CopytheRiva.zipfilefromthesourceWindowshosttothetargetwindowshost,
and extractitinto the \Omnifolder created at step 2.

Step 5: Upgrade Riva on the Target server

Manually upgrade Riva to the latest public release.

Step 6: Enable Riva on the Target Server
To prepare the Riva instance on the target Windows system:

Onthesource Windows system, ensure thatyou have removed the CRM Agentservice.

Onthetarget Windows system, perform the following steps.

In Windows Explorer, locate the \Rivafolder.

Create a shortcut to the desktop for the Riva.exe and Riva CRM Monitor application.
Start the Riva CRM Monitor application.

Start the Riva Manager application. On the menu bar, select Setup.

N Rk

Intherightpane,foreveryemailconnectionthatisused byaCRMsynchronization
policy, open the email connection, and perform atestconnectionto atarget user
specifiedinthe CRM synchronization policy. Ensure that the test connections work.
8. Intherightpane,foreveryCRMconnectionthatisusedbyaCRMsynchronization
policy, openthe CRM connection,and perform atestconnectiontoatargetuser
specifiedinthe CRM synchronization policy. Ensure that the test connections work.
9. Onthemenu bar,select Policies. Ensure thatallsync policies aredisabled.
10. Edit one of the sync policies. Make any desired changes, and save the policy.
When prompted to save the policy and install the CRM Agent service, select Yes.
If all of the sync policies are disabled, Riva cannot yet sync any data.
11. Ensure thatthe CRM Agent service is configured properly. See Configure the properties
of the CRM AgentService.
12. Select the sync policy that is configured for the smallest number of users, and enable
the policy. In the Riva CRM Monitor application, confirm that the target user accounts
appear to be synchronizingcorrectly.

13. Enabletherest of the sync policies, and continue to monitor data sync.
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Step 7: Decommission the Previous Riva On-Premises Server

1. Archive orstorethe backup Rivafolder ZIP file created.
2. Onthesource host Windows system, remove the \Riva folder structure.

Move Riva to a Different Folder on the same Windows System

Ifrequired,RivacanbemovedtoadifferentfolderonthesameWindowssystem.Mostmovesare
required to satisfy one of two requirements:

® Thesystem drive (C:\) thatRivaisinstalled onis running out of disk space. Moving Riva to
a different volume will free disk space.

® Rivaisbeingrunfromauser's personaldesktop orothernon-system folder
whichis creating UAC and file/folder permissions errors.

Procedure to Move Riva Folders

For this procedure, refer to the following terms:
= Currentparentfolder-referstothe Windows folder where Rivais currentlyinstalled.

= New parentfolder-referstotheWindowsfolderwheretheRivafoldersstructure will
be moved to.

The proper procedure to move Riva to a different Windows system is:
1. Determinethecurrentparentfolder holdingthe Rivaserverfiles.

2. StoptheRiva CRM Agentservice.
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Move the Riva folders/files to the new parent folder.

Reinstall the Riva CRM Agentservice.

Determine the current parent folder holding the Riva server files

To determine the source parent folder currently holding the Riva folder structure:

1.

2.

Logon to Windows using the user normally used to run the Riva Manager application.

Open the Riva Managerapplication.

Click the "Riva" logoin the top left corner.

Inthe About Rivawindow, double click onthe Rivaversion numberinthetoprightcorner.

Windowsexplorerwillopentothe\RivafolderwhereRivaisinstalled. The parent
folder above the \Riva folder is the source parent folder, e.g. C:\Documents and
Settings\<Username>\Desktop\riva-latest\Riva

Open Windows Services applet (Start>Run > services.msc).

OpenthepropertiesfortheOmniRivaCRMAgent(forExchange).Checkthepathfor
the service. It should match the path determinedinstep 5.

Verify which user the service logon uses.

Stop the Riva CRM Agent Service

® UsetheWindowsservicesapplet(services.msc)to STOPand DISABLE the Omni CRMAgent

service.

OR

® Usethe Riva CRM Monitor application to STOP the service.

Move the Riva folders/files to the new parent folder

1.

»

4.

Using Windows explorer, move the \Riva folder to the new target location, e.g. D:\Riva.
Right-click the D:\Riva folder and select Properties.
Under the Security tab, click the Advanced button.

Ensurethelocal Administratorsgroup hasFullControlpermissionsassignedto
This folder, subfolders and files. Ensure that the Allow inheritable permissions
fromthe parentto propagate to the object and child objects is checked.

Click OK and OK.
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Reinstall the Riva CRM Agent Service

1. EdittheD:\Riva\Application\Clientinfo.configfile and confirm the version that Riva
is configured torun.

2. OpenaCMD promptwindow and go to the D:\ directory.
CD to the D:\Riva\Application\<version>folder.

4. TypeOmni.Riva.CrmAgentEx.exe--reinstall[Enter]. Thiswill reinstallthe Riva CRM
Agent service so that it runs from the new folder location and retain the properties
previously configured including the logon settings.

Reset Desktop shortcuts for Riva

Remove the existing desktop shortcuts for Riva Manager and the CRM Monitor applications.
2. CreatecorrespondingdesktopshortcutsfromD:\RivafortheRivaManagerandthe
CRM Monitor applications.
3. Using the desktop shortcut, start the Riva Manager application. Confirm that you can see
the Emailand CRM connections, and the sync policies.
4. Usingthe desktop shortcut, start the Riva CRM Monitor application. START the service and
confirm that you can see the users appearin the user list. Open a few user monitor activity
windows and confirm that Riva is syncing users correctly.
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Priority support is available as a paid service for critical issues that occur outside Riva's standard
support hours. Critical issues are defined as P1 and P2 priority levels in the following chart.
Priority support does NOT apply to P3, P4, or P5 issues.

Priority
Level

P1 - Priority
Support

P2 - Priority
Support

P3

P4

P5

System State

Riva software causing
invalid data to be
synchronized and/or

causing data

corruption such that

the CRM or email

platform are unusable
for the majority of

users

Major functions of Riva
software not available

for all users

Major functions of Riva
software not available

for some users

Minor Riva software
functions not fully

available

Enhancement or

documentation issue
with Riva software

Support Call-
Back

Within one hour

Within one hour

Does not qualify
for after hours
support.
Response:

next business
day.

Does not qualify
for after hours
support.
Response:

next business
day.

By end of next
business week

Fix Expectation

Emergency fix for
specific customer
as soon as
practicable

Emergency fix
available on a
priority basis

Interim release

available, typically

in 1 to 3 months

Next release,
minimum twice
per year

Possible in
future releases
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Priority Support Eligibility:

Priority supportappliesonlytonew P1landP2issuesbroughtforward by a qualifiedindividual
in the organization (Rivaadministrator).

Priority supportappliestonewissues, notforexistingorongoingissues/tickets.
Priority supportis available during these hours:

Standard support hours, weekdays:
5am -5 pm (Pacific North America).
8 am - 8 pm (Eastern Americas).

2 pm -2 am (Central Europe).
10pm-10am (EasternAustralia).
Closed Saturday and Sunday.

Outside regular support hours:

5 pm -5 am (Pacific North America).

8 pm - 8 am (Eastern Americas).

2 am -2 pm (Central Europe).

10 am - 10 pm (Eastern Australia).

Saturday and Sunday (available for 24/7 priority support option only).

Clients will receive a priority phone number to call outside Riva's standard support hours.
Pricing:

Priority Support Options Cost
24hour/5daysperweek(MondaytoFriday) | 20% of the license list price

24hour/7daysperweek(SundaytoSunday) | 30% of the license list price
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Change Management in RivaOn-Premises:

Keepingtrackof—anddocumenting—thechangesthataremadetoRivasyncconnections,
policies, advanced options,and/or custom optionsis very important.

Built-inchangemanagementtrackingisavailableinRiva2.4.43orhigher.AChangeEntry
window isavailabletorecordthereasonforachange madetoaconnection,policy,or
advanced optionsor custom options. Itisalso possibletorecord oneexplanationthatwill
applytomultiplesubsequent changes. The information entered in the Change Entry window
is persisted with the same document that stores the connection, policy, or external settings.

Many organizations use a source code repository like Git or SVN. Those repositories can track
changes as well as display changes between revisions. By placing the Riva\Configuration and
Riva\Custom folders in a repository, changes to Riva can be maintained under change
control. Note: TheChangeEntrywindowisnotavailabletorecordchangesmadeinapp.settings
files.What

is an app.setting file? This limitation is effective whether the app.setting file is edited with an
external editor (for example, Notepad) or by means of the Riva Manager application.

How Change Entry Works:

Every change entry can record
® atechnicalsupportissue numberrelated to the change;
® theauthororteamthatis makingthe change;
® areasonforthechange;and/or
® amoredetailed, multi-line description of the change.

How Change Entries are Saved:
The change entries are saved to the modified connection, policy, or advanced settings.

Example:
This example is at the top of a sync policy file named "CRM Synchronization Policy.policy"
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<?xml version="1.0" encoding="gpLf-8"2>
El<!'—-####### Change Entry Notice :: Start ¥####:#
Last Change by Riva Fri, 31 Mar 2017 14:15:41 GMT

w N

W

<?xml version="1.0" encoding="yLf-16"?2>
<ChangeEntry xmlns:xsi="http://www.w3.0rq/2001/XML.Schema—-instance”
xmlns:xsd="http://www.w3.0rq/2001/XMLSchema">
<Author>phraodenr</Author>
<IssueNo>n/a</IssueNo>
<Reason>Removed some calendar clutter.</Reason>

o

|

O

[ |

<Description>Calendar &gf:; Exchange Calendar: Advanced Options &gk’
Selected "Ignore 'All Day Events' with 'Show as Free'".</Description>
<FileHash>8880a5e88182605d2512eb3a49835bda</FileHash>
<ChangeHash>f4730afg88206fe771£82140ecd594078</ChangeHash>

</ChangeEntry>

14 L#$#$#### Change Entry Notice :: End ######% ——>

<CrmModule xmlns:xsi="http://www.w3.orqg/2001/XMLSchema-instance"

w:
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|
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How to Configure ChangeEntries:

By default, changes are saved without recording change entries.

To require a change entry after every change:

Startthe Riva Manager application.
Onthe menu bar, select Tools, and then choose Change Entry Configuration.

Inthewindowthatappears,selectthe Requirechange entryonallchanges
checkbox, and selectOK.

Result: Every time a connection or policy is saved, the Change Entry window appears for
recording an Issue #, Reason, and/or Description.

To use the same change entry for a series of changes (Configuration Mode):

Startthe Riva Manager application.
Onthe menu bar, select Tools, and then choose Change Entry Configuration.

In the window that appears, within the Configuration Mode area, select Start,
and select OK.

4. Inthe Global Change Entry window that appears, enter the details that will
be automatically recorded for multiple subsequent changes, and select OK.

Results:

www.RivaEngine.com




32

= Configuration Mode becomes effective. Every time a connection or policy is
saved, the change entry made in the Global Change Entry window is
automatically saved with the connection orpolicy.

= Atthetop of the Riva Manager application, a constant reminder displays the
Reason that was entered or selected in the Global Change Entry window.

Configuration Mode: Email or CRM migration

" riva

5. Whenyou no longerwantthatchange entry to be saved with changes (in other words,
when you want Configuration Mode to becomeinoperative),do as follows:
a) Onthe menu bar, select Tools, and then choose Change Entry Configuration.
b) Inthe window that appears, within the Configuration Mode area, select Stop,
and select OK.

Results:
= Thereminderthatdisplayed the Reason forthe change disappears.
= ThechangeentrymadeintheGlobalChangeEntrywindowwillnolongerbe
saved with connection or policy changes.

To save changes without recording change entries:

1. Startthe Riva Managerapplication.

2. Onthemenu bar, select Tools, and then choose Change Entry Configuration.

3. Inthe Configure Change Entry window, clear the Require change entry on all
changes checkbox, and selectOK.
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Two Primary Applications Used to Manage Riva On-Premises:

The Riva Manager application is used to carry out the following operations:
® Setuptheemailsystem and CRM system connection accounts;
® |icense yourinstallation;
® Create, configure,and enable ordisable your sync policies.

The Riva Service Monitor is used to provide
® areal-timeview of the sync operationsforone ormoreorall users;
® theabilitytostop, start, orrestartthe service;and

® theabilitytoreviewthesyncerrorcountandreview the specificdatasyncerrors
by selecting the Errorstab.

www.RivaEngine.com



34

Managing Target User:

Disable or enable syncing for a single user:

Totemporarilystopsyncingtoaspecificuser,removetheuserfromtheassignedsyncpolicy.On
thefirstsynccycle afterthe policyis saved, Riva stops syncing data to the removed user.

1. Start the Riva Manager application, On the menu bar, select Policies.
2. Right-clickthe policy forthe desired target user, and select Edit.
3. Selectthe Generaltab.Onthe emailuserlist,selectthe usertodisable,and clickremove
>>,
4. Save the syncpolicy.
On the next sync cycle, the Riva CRM Agent service stops syncing data to the removed user.

5. Inthe Riva CRM Monitor application, confirm that data sync to the target user has ceased.

Tore-enablesynctoatargetuserpreviously removed, re-assign them tothe syncpolicy. Onthe
firstsynccycle afterthe policyissaved, Rivastartssyncingdatatothere-enabled targetuser.

Start the Riva Manager application. On the menu bar, select Policies.

2. Right-clickthe policy forthe desired disabled target user, and select Edit.
Selectadd>>,and follow the stepstoadd the previously removed user to the target
user list.

4. Save the syncpolicy.
On the next sync cycle, the Riva CRM Agent service resumes syncing data to the re-enabled user.
5. Inthe Riva CRM Monitor application, confirm that data sync to the user has restarted.

Disable or Enable Syncing for All Target Users in a Sync Policy:

Disabled data sync for a sync policy:

Disable a sync policy to stop data sync to all target users of that policy. On the first full sync
cycle after the policy is disabled, Riva stops syncing the target users.
1. Startthe Riva Manager application. Onthe menu bar, select Policies.
2. Right-clickthe sync policy for the desired target users, and select Disable.
On the next sync cycle, the Riva CRM Agent service stops syncing data to the disabled users.
3. Inthe Riva CRM Monitor application, confirm that data sync to the target users has ceased.
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Enable data sync for a sync policy:

Enable a sync policy to start data sync to all target users of that policy. On the first full sync cycle
after the policy is enabled, Riva starts syncing the target user.

1. Startthe Riva Manager application. Onthe menu bar, select Policies.
2. Right-clickthe policy forthe desired disabled sync policy, and select Enable.
On the next sync cycle, the Riva CRM Agent service resumes syncing data to the re-enabled users.

3. Inthe Riva CRM Monitor application, confirm that data sync to the target users
has restarted.

Remove User from a Riva Sync Policy and Reset License Count

The challenge with removing a user from a Riva sync policy is two fold:

® DoestheuserhaveamobiledevicethatissyncingtothemailboxusingActive Sync.
There may be arequirementto clear the Riva-synced data from the user's mobile
device.

® TheRivalicenseforthatuse needsto bereleased soitcanbere-used by adifferentuser.

Thefollowingstepsarerequired to permanently removeauser. Theyaredescribedin
detail below:
1. Changetheuser'spasswordinthe CRM. Thatshould preventtheuserfrom
accessing importantdata.

2. Select the user and select the Clear All option. (optional) This will remove all Riva
synced data from the user's mailbox. This is especially important if mobile devices were
enabled for synchronization. Clearing Riva synchronized data will remove the contacts,
leads, calendar items, tasks, and module email drop-folders from the user's mailbox.

3. Removethetargetuser(s) from the sync policy.

4. Releasethelicensecountfortheremoved usersothatthelicensecanbere-used
when adding a new target user.
Remove the target user's transaction data (optional).
Remove the target user's sync logfiles (optional).
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Remove the user(s) to disable data sync to a user

To remove a user from a sync policy.
1. Open the Riva Managerapplication.
2. Under "Policies", right-click the policy for the desired target user(s) and select "Edit".

3. Under"General",inthe mailboxuserlist,select the user(s) toremove and click remove
>>.

4. Savethesyncpolicy. Onthe nextsynccycle, the RivaCRM Agentservice will stop synching
data to the removeduser.

5. Inthe Riva CRM Service Monitor application, confirm that data sync to the target user
has ceased.

Release the License

Riva will only recalculate license counts when the CRM Agent sync service is started or restarted.

Inthe Riva CRM Service Monitor application, STOP the service.

In the Riva Manager application, double-click the Riva logo (top left).

In the "About Riva" window, double-click the Riva version information (top right).
Close the Riva Managerapplication.

In Windows Explorer, navigate into the \Riva\Licenses folder.

Remove the {guid_crmex}.licenseesfile orthe {guid_crm}.licenseesfile.
Inthe Riva CRM Service Monitor application, START the service.

e AL o

In the Riva CRM Service Monitor application, confirm that the deleted target user has
been removed from the userqueue.
9. InWindowsExplorer,confirmthatanew{guid_crmex}.licenseesfile

or the {guid_crm}.licenseesfile appearsin the \Licenses folder.
10. Open the Riva Manager application. Under "Policies", right-click one of the sync policies
and select "License Details". Confirm that one additional user count has been returned
to the license pool and is available for a new target user. Close the "License Details"
window.

Inthe eventthat user(s) were removed and new user(s) have been already added to the Riva
sync policy, follow steps 5to 9 above

Remove the user(s) transaction data (OPTIONAL)
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Rivamaintainsasetoftransactionrecordsforeachsyncpolicyauserisassignedto. Thisallowsa
Rivaadministratorto temporarily remove a userfrom async policy and re-add them backinto a
syncpolicy. Onceadded,RivawillstarttosynctheuserfromthelasttimeRivacompletedasync
cycleforthatuser.fauseris permanently removed, thereis noreasontoretain those
transaction files.

Usethis procedure to permanently removethetransaction data files forthe recently
removed target user.

Open the Riva Managerapplication.

Under "Policies", edit the policy from which the removed user was assigned,;
Onthe "General" page, hold down the CTRL key and double-click the "Name:" label.
Windows explorer will open to the root of the transaction folder for that policy.

A

Navigateintothe"Lookup"folderandremovethefolderfortheremovedtargetuser,
e.g. IMSAMPLE@MYCOMPANYSCOM.

6. Close Windows explorer and the sync policy edit window.

Remove the user(s) sync log files (OPTIONAL)

Rivamaintainsasetof CRMintegrationlogsforeachuser. Thoselogfilescontainthestream
of datathatwould bevisiblein the MonitorActivity window in the CRM Service
Monitorapplication. Ifauseris permanentlyremoved,and thoselogfilesare notrequired,
they can be permanentlyremoved.

Toremoveusersynclogfiles:
1. Open the Riva Managerapplication.
2. Double-click the "Riva" logo (top left corner).
3. Inthe "About Riva" window, double-click the Riva release version number (top
right corner).
4. Windows explorerwill open to therootifthe Rivainstallation folder.

Navigateinto"CRM Integration Logs" folderand removetheremoveduser'slogsfolder,
e.g. "imsample@mycompany.com"

6. Close Windows explorer and the sync policy edit window.

www.RivaEngine.com



38

Add Users to an Existing Riva Sync Policy

One of the most common activities involved in managing a Riva On-Premises server deployment
is to add target users to an existing Riva server deployment. The primary concerns include:

1. Preparethetargetemailand CRM environments.
2. AdjusttheRiva license to accountforadditionalusers.
3. Addthenew targetusers.

Step 1: Prepare the Target Email and CRM Environments

Before adding a new target user to a CRM sync policy, ensure that
® TheRivaemail system connection account can access the target user mailbox.
® TheRivaCRMconnectionaccountcanaccessthetargetuser CRMaccount.

PreparetheTargetEmailUser
Accounts Perform the following

tasks:
m Createand configurethetarget useraccountinthe corresponding email system:

= ForExchange:CreateanActiveDirectoryuserandenablethe Exchange mailbox.
EnsurethattheRivaExchangeconnectionaccountisgrantedfullaccess
permissions to the mailbox (On-Premises Exchange) or is granted Delegate
access to the target mailbox (hosted Exchange),or

= ForGroupWise: CreateaneDirectoryuserand enablethe GroupWise account.

= Ensurethattheuserhasloggedintotheemailaccountatleastonceto
createthe defaultdirectory structure in the mailbox.

® Ensurethatthe Rivaemail system connection account can access the new target user.

= Inthe Riva Manager application, on the menu bar, select Setup.

= Intherightpane,double-clickthe corresponding email system connection.

= Inthewindow thatappears,select the Test Connection tab.

= OntheTest Connection page, provide the email address of the new target user,
and testthe connection. If the connection test passes, the target useraccountis
correctly configured.

Prepare the Target CRM User Accounts

Perform the following tasks:
® Createthetargetuseraccountinthecorresponding CRM system:
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= Createthe new targetuserin the CRM system.
= Ensurethatthe CRM account meets any special system requirements.

= EnsurethattheprimaryemailaccountvaluefortheCRMaccountisidenticalto
the primary emailaccountvalueinthecorresponding target useremail
account.

= Confirm the Riva CRM connection account administrator or master
account privileges for the new target CRM user account.

= Depending on the CRM, you may need to ensure that the user has logged into
the CRM account at leastonce.

® Ensurethatthe Riva CRM connectionaccountcanaccessthe new target user.
= Inthe RivaManager application, on the menu bar, select Setup.
= Intheright pane,double-clickthe corresponding CRM connection.
= Inthewindow thatappears, selectthe Test Connection tab.
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= Onthe Test Connection page, provide the user name of the new target user,
and testthe connection. Ifthe connection test passes, thetargetuseraccountis
correctly configured.

Step 2: Adjust the Riva License

Beforeaddingtargetusers,confirmifadditionallicense countsneedtobepurchased.
1. IntheRivaManagerapplication,onthemenubar,selectPolicies.
2. Intherightpane,right-clickthe corresponding CRM syncpolicy,andselectLicense Details.

3. Confirmifthere are any unused user license counts.
You need one email system license count and one CRM system license count per user.

4. ClosethelLicense Details window.

Ifyouneedadditionallicensecounts,contacttheRivaSuccess
Team. You willreceive thereplacementlicensefile by email.

6. Followtheinstructions providedinthe email.

Step 3: Add New Target User(s)

Inthe Riva Manager application, on the menu bar, select Policies.
Intheright pane,double-click the corresponding CRM sync policy to editit.
Inthewindow thatappears, select the Generaltab. Onthe Generalpage, selectadd >>
for the target emailuser.
= Foreach new Exchange user: In the Exchange Browser window, provide the
mailbox user name, and select check name >>. If the email address resolves,
select add >>. After adding all new target users to the list, select Ok >>.
= ForeachnewGroupWiseuser:Inthe Choose Connectionwindow,selectthe
target eDirectory tree (preferred) or the applicable GroupWise post office. In
the applicable Browser window, navigate to and select the new target user.
After selectingalltarget users, select Ok >>.
4. Savethe CRM syncpolicy.
When prompted to restart the Riva CRM Agent service, select Yes.
In the Riva CRM Monitor application, verify that the new target users have been added
to the target user syncqueue.
7. Foreachnewtargetuser,viewthe MonitorActivity window, and confirmthatthereare
no license errors and no connection errors, and thata fullinitial syncis completed.

Bulk Manage User Mailboxes Assigned to a Riva Sync Policy

The default procedure is to add target mailboxes, one at a time, to a Riva CRM sync policy. For
organizationsthatwanttoadd multipletarget mailboxestothe policy, Rivasupportsthree options:
® Use distribution groups.
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® |mportthe mailboxes from a.csvfile. (Release 2.4.40 or higher.)
= Manually edit the policy XMLfile.

Caution: Errors occur when users are renamed in the email-enabled group and CRM but not in
the Riva sync policy. For more information, see the following:

® Frror: Synchronization failed due to Crm ID conflict.

®m Procedureto correctimproperly renamed users.

m HowtorenametargetusersinaRivasyncpolicyrightthefirsttime.

Warning

Beabsolutelysurethatauserisnotassignedtomultiple CRM policiesforthesameenvironment.
Thiswould resultin duplicate recordsin both the mailboxand the target CRM.

If multiplesyncpolicies will be created and users willbe added by using differentdistribution
groups,werecommendimplementingacommontransactionfolderstructure. Contactthe
Riva Success Team to ask to configure that structure foryou.

Formoreinformation,seeDonotrunRivatwiceagainstthesameuser: Thatarticleincludes
information on how to recover from running Riva twice against the same user.

Use Exchange Distribution Groups

Riva supports using Exchange-enabled AD groups (distribution groups). Both the distribution
group and members of the group must be mail-enabled and visible in the global access list.

To add a distribution group

1. Inthe RivaManager application, on the menu bar, select Policies. Right-click the
CRM policy, and selectEdit.

2. Inthe window that appears, for the Mailboxes, select add >>.

Inthe Mailbox Browser window, enterthe commonnameforthedesired
distribution group, and select check name >>.

'Ii Mailbox Browser =] X

=111 |demo-dmc@demo-ivasync.com| check name »
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Thefullemailaddressassignedtothedistribution group mailboxshould resolveand be
displayed.

4. Selectadd>>toaddthe group to thelist.

"f"i Mailbox Browser

(=150« | demo-dmc@&demo fivasync.com check name »

Entity Name Connection

demo-dmc@demo rivasync.com demo-dca@demo rivasync.com<>outlook office...

Cancel »

5. Select OKto close the Mailbox Browser window.

Thedistribution groupnowappearsinthelistof MailboxAccountsinthe Generaltab of
the CRM policy.

Exchange & riva-cr m-target-users@omnide... rivacrm@omnidevlabs.com<>de... add »
Accounts:
remove »

Afterthe CRMpolicyissaved andtheinitialsynchronizationcycleiscompletefortheusersthat
are members of the selected distribution groups, the list of group members is displayed in
the Re- Initialization list on the Sync Start Time page of the CRM policy.
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"1 Edit CRM Synchronization Policy

enera ® Re-Initialization
Re-Initialize 9@|&2E’”&|%|'—3‘

User
[0 & demo-dmc@demo sivasync.com

Detecting changes to the members of distribution groups

Bydefault,Rivadynamicallyrefresheschangesmadetothemembership ofdistribution groups
every 24hours.

Thelistofusersinassigned distribution groupsisalso gathered whenthesynchronization
service starts.

= ToForce Rivato Refresh: In the CRM Service Monitor application, select Restart or
manually stop and start the service.

= ToEnable Automatic Refresh: Startingwith Riva2.4.21,a Riva CRM policy advanced
optioncanbeappliedtoenableanautomaticrefresh of assigned distribution
groups.

To enable automatic refresh interval

In the Riva Manager application, under Policies, select the policy you want to edit.
Edit the CRMpolicy.

Select Advanced Options.

Select Advanced UserGathering.

Select Gather Active Users from Mail Group.

Hereyou canselectaninterval or daily refresh of the mail group.

Select OK>>.

N AR
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' Advanced User Gathering X

By default the gather process is initialized every time the sync service is restarted and anytime the
policy or connections are modified.

¥ Gather Active Users from Mail Group

Mail distribution groups allow a mailbox to be identified as one that should be processed. In
order to use this feature, add the mail group to the list of "Destinations™ on the synchronization
policy.

(@) |- - Every 6:00 hrs.

() e2iie00:00 =

Troubleshooting Changes to the members of distribution groups
If changes made to the distribution group have not been detected by Riva, proceed as follows.
To troubleshoot changes to the members of distribution groups

1. Confirm if the changes to users in the distribution group were made in Outlook. If so,
confirm that the changes appear in the member list of the group. To do so, use
Exchange Management Console, Exchange Manage Shell, or Exchange Admin Portal
(Exchange 2013+).

2. ConfirmthatusersthathavebeenaddedarevisibleintheGlobalAccessList(GAL).Ifthe
userisnotvisibleinthe GAL,Rivacannotdetecttheuserwhenresolvingthe
membership list of thegroup.

3. Ifthe useris not visible in the GAL, manually add the user to the sync policy file by
using the steps described in Manually edit the policy XML file.

4. Iftheuserisvisiblein the GAL, perform the following steps.
5. StoptheRivasyncservicein the CRM Service Monitor application.
6. Inthe Riva Manager application, remove the distribution group from the sync policy.
7. Start the Riva syncservice.

This forces Riva to remove the group members from the active user sync queue.
8. LetRivaperformtwo orthree complete sync polls of all of the active users.

Stop the Riva syncservice.
10. Inthe Riva Manager application, add the distribution group back to the sync policy.
11. Start the Riva syncservice.

This forces Riva to resolve the member list of the distribution group members.
12. Inthe CRM Service Monitor application, confirm the usersin the active user list.
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Import Mailboxes from a .csv file

One email address per line:

userl@email.com 1

‘ 1

2773

File

user2@email.com

Edit=wFormatmVilAl

hserl@email.com
user2@email.com

To import mailboxes from a .csv file

1

2.
3.
4

Inthe Riva Manager application, on the menu bar, select Policies.

Intheright pane, right-click the CRM policy, and select Edit.

Inthewindow that appears, to the right of the Mailboxes list box, select add >>.
At the bottom of the Mailbox Browser window, select Import >>,
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¥ Mailbox Browser =X

Entity Name l Connection I

5. Inthewindow thatappears, navigate tothe desired .csvfile,and select Open.

Manually Edit the Policy XML File

The second method isto manually edit the .policy XML file for the Riva CRM synchronization policy.
Policy files are located in the \Riva\Configuration folder and should be modified only if the Riva
CRM synchronization service isstopped.

1. Inthe Riva Manager application, edit the CRM policy, and ensure that one target
mailbox user has been added to the policy.

This ensures that one example of the correct formatted EntityName entry is available
to copy.

2. Do one of thefollowing:

= Inthe Riva CRM Monitor application, stop the service; or
= UseWindowsservicestostoptheOmniRiva(CRMAgentfor....) service.

3. Makeabackup copy of the applicable CRM policy file, and move it out of
the \Riva\Configuration folder.

4. UseastandardASClltexteditortoopentheapplicableCRMpolicyfile.Copytheexisting
targetexchangeuserimmediatelybelowthefirstentry.Modifythe EntityNamevalue
entry to use the primary exchange mailbox email address of another user for CRM
synchronization.
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ﬁL:'.}'rogramhlcsa_Umm':RlvaCRM'-.(onhgurahon‘-.,fxchangcCRMSynchronizatlonPoll(y.policy~Notepad++ —_— AT
File Edt Search View Format Langusge Settings Macro Run TextFX Plugns Window 7
| ciBE o B 4mDIDe(M%| s BR[IFEICENBE|=ay 2 GO

8 ovovea gl [ Exchange CRM Synchionization Policy policy |

1 <?xml version="1.0"?2>

2 <CrmModule xmlns:xsi="htop://www.w3.org/2001/XKLSchema-instance”
xmlns:xsd="http://wvw.w3.org/2001/XMLSchema” id="{guid crmex)}" enabled="true’"
instanceId="18513d42-c450~-442f~acct-5Scdhedld8Saa3” name="Exchange CRM Synchronization Policy”

description="">

3 <Source Connectionld="mscrm://rivacrmgle;sgr;10.10.2.142"
EntityName="£83a83ch~8¢c79~df11-8eah~-000c29d9c4c3” ObjectClass="msCrm" />

4 <Destination Connectionld="ews://rivacrr@omnidevlabs.comslt: sgu:demo3-ex07.onnideviabs. com[ssl] "
EncityName="gwelling@omnidevlabs.con" Ob)eccClass-"ex_user" />

5 <Destination Connectionld="ews://rivacrr@omnidevlabs.com&lt; sgt;demo3-ex07.omnidevliabs.com{asl] "

EntityNeme="richardn@ommidevliabs.com” ObjectClass="ex user"” />

Save the .policyfile.
In the Riva Manager application, edit the CRM policy. On the General tab, ensure that
the new users appear on the target Mailbox Accounts list.
7. Do one of thefollowing:
= Inthe Riva CRM Monitor application, start the service; or
= InWindowsservices,startthe OmniRiva (CRMAgent for...) service.
8. Inthe Riva CRM Monitor application, monitor the additional user accounts for
possible email mismatch or licenseerrors.

Move Target Exchange or Notes Users to another Sync Policy Using Identical
Category Names

Riva can support running multiple CRM sync policies at the same time. It is common for
organizations'Rivaadministratorstocreateand manage CRMsyncpoliciestomeettheunique
data sync needs for specific groups of target users, for example a sync policy for internal
users and a different sync policy for mobile users.

For this article:
® the"source" CRMsyncpolicyisthepolicythattheuserstobe movediscurrently
assigned to.
= the "target" CRM sync policy is the policy that the users will be moved to.
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CRMsyncpolicy,refertothestepsinHowtotransfertargetemailuserstoanewemailCRMsync
policy.

Forthisscenario,auserisbeingprovided withasmartphoneandtabletdevice and needsRiva
to accommodatethose syncrequirements. The Rivaadministrator needsto movethe user
fromthe "Internal Users" policy to the "Mobile Users" policy.

To satisfy the user request, the admin needs to:

Disable the source and target CRM sync policies.

Move the user to the target sync policy.

Enable the "source" sync policy and confirm that target users syncing.
Enable the "target: sync policy and confirm moved target users are syncing.

A

Inform the users of changes with how Riva will sync data between their CRM and
email accounts.

Step 1: Disable the “Source” and “Target: CRM Sync Policies

These steps are used to disable the "source" and "target" CRM sync policies that will be modified:

1. Ensurethatthe Riva CRM Monitor application is open.

2. Inthe Riva Manager application, under "Policies", right-click the "source" policy and choose
to "Disable" it. Riva will stop syncing for the users in this CRM sync policy. The state for those
target users will show as "PolicyStopped" in the Riva CRM Monitor application.

3. Right-click the "target" policy and choose to "Disable" it. Riva will stop syncing for the users
in this CRM sync policy. The state for those target users will show as "PolicyStopped" in the
Riva CRM Monitorapplication.

4. Closethe Riva CRM Monitor application.

Step 2: Move the User to the “Target” Policy
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Inthe Riva Manager application, under "Policies", open the "target" CRM sync policy.
Under the "General" tab, press the CTRL key and double click the "Name:" label on
the "General" page. This opens Windows Explorer to the transaction folder structure for
the "target" policy.

Close the policy editwindow for the "target" sync policy.

In Windows Explorer, navigate to the "Lookup" folder.

You should seefoldersthat match the primaryemailaddress ofeach target user
assignedto the policy, for example for the user rhicks@dev03-ex07.com there would
be a folder named RHICKS$SDEVO03-EX07$COM.

Leave Windows Explorer open.

Inthe Riva Manager application, under "Policies", open the "source" CRM sync policy.
Under the "General" tab, press the CTRL key, and double-click the "Name:" label on
the "General" page. This will open Windows Explorer to the transaction folder structure for
the "source" policy.

Close the policy edit window for the "source" sync policy.
InWindowsExplorer,navigatetothe"Lookup"folder.Youshouldseefoldersthat
match the primary email address of each target user assigned to the policy.

Movethefolder(s)forthedesired targetusersfromthe"source" policy "Lookup" folder
to the "target" policy "Lookup" folder.

10.
11.
12.

13.
14.

Close both Windows Explorerwindows.

Inthe Riva Manager application, under "Policies", open the "source" CRM sync policy.
Under the "General" tab, remove the target users that will be moved to the "target"
CRM sync policy. Ensure that the "Enabled" check box is not checked. Save the

"source" CRM sync policy.

Under "Policies", open the "target" CRM sync policy.

Under the "General" tab, add the target users that will be moved from the "source" sync
policy to the "target" sync policy. Ensure that the Enabled check box is not checked.
Save the "target" CRM syncpolicy.
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Step 3: Enable to “Source” CRM Sync Policy

These steps are used to enable the "source" CRM sync policy and confirm that the correct users are
synchronizing.

1. OpentheRivaCRM Monitorapplication./fthe Riva CRMMonitorapplicationisalreadyopen,
close and reopenit.

2. IntheRivaManagerapplication,under "Policies", right-click the "source" CRM sync
policy, and select"Enable".

3. Inthe Riva CRM Monitor application, confirm that the target users from the modified
"source" sync policy are synchronizing. The user accounts' "state" should change back to

"Synchronizing" andsync activities should be visible in the user activity monitor windows. The

users that were removed from this policy should not resume syncing.

Step 4: Enable the “Target” CRM Sync Policy

These steps are used to enable the "target" CRM sync policy and confirm that the correct users are
synchronizing.

1. IntheRivaManagerapplication,under"Policies", right-click the "target" CRM sync
policy and select"Enable".

2. Inthe Riva CRM Monitor application, confirm that the target users from the "target" sync
policy are synchronizing. The useraccounts' "state" should change back to "Synchronizing"
andsync activities should be visible in the user activity monitor windows. The users that were

added to this policy should also resume syncing.

Step 5: Inform Moved User(s) of Sync Changes

Once the "moved" users are syncing, their CRM sync policy will sync only items according the
"target" sync policy settings. Items that were previously synced when the user was assigned to
the "source" sync policy will no longer be synced by Riva. In addition, sync pattern (way of
handling synced email items) may change, especially if advanced policies for mobile devices are
configured in the "target" sync policy.

Riva admins need to provide clear instructions to users about the corresponding changes
with syncingdata,andhowRivaworksonmobiledevices(ifapplicable),and whichitemscanbe
safely removed from theiremail clientapplication.
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Move Target Exchange or Notes Users to another Sync Policy Using Different
Category Names

Riva supports running multiple CRM sync policies at the same time. It is common for
enterprise Rivaadministratorstocreateand manage CRMsyncpoliciesto meettheuniquedata
syncneedsfor specific groups of target users, for example a sync policy for internal users and
a different sync policy for mobileusers.

In this article:
m thesourceCRMsyncpolicyisthepolicythattheuserstobe movedarecurrently

assigned to.
® thetarget CRM sync policyis the policy that the users will be moved to.

Forthisscenario,auserisbeingprovided withasmartphoneandtabletdevice and needsRiva
to accommodatethose syncrequirements. The Rivaadministrator needsto movethe user
fromthe Internal Users policy to the Mobile Users policy.

To satisfy the user request, the admin needs to:
1. Clearthesynchronized data forthe target useraccounts.
2. Movetheuserstothetargetsyncpolicy.
3. Inform the users of changes with how Riva will sync data between their CRM and
email accounts.
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Step 1: Clear the Synchronization Data for the Target User Accounts

These steps are used to clear the Riva-synced data from the target users that will be moved:
1. Ensurethatthe Riva CRM Monitor applicationis open.
2. IntheRivaManagerapplication,openthesourcesyncpolicythattheusersbeing
moved are currently assignedto.

3. SelecttheGeneraltab.Onthe Generalpage,confirmthatthetargetusersbeingmoved
are assigned to thispolicy.

4. SelecttheRe-Initialize (SyncStartTime)tab. Selecttheuserstobemoved.Selectthe
penciltore-initializetheuser.OnmoduleselectAll.OnCategoryselect
Troubleshooting. On Type select Clear - Delete all synchronized mailbox data.

"1 Edit CRM Synchronization Policy

General r ' Re-Initialization

Re-Tnitialize AP i H 9 > OB BFrerbyuer ]

Re-Init Type Module Source
3 cdelorey@rivacloud.com ClearMailbox|dConflict None PolicyEntity

Re-initialize Users

Caution: These options will overwrite or delete data that was previously synchronized. After the re-initialization has occurred,
synchronization will continue based on the schedule settings. (3)

Mosies
—

Clear - Delete all synchronized Mailbox data

Clear - Delete all synchronized Mailbox data
RN AT soRes adts in Mailbox canceled by Riva

Restore Lost and Found items - Moves items in Lost and Found folder back to main folder in Mailbox

Tombstone CRM-originating items - Mark CRM originating items as deleted

Clear metadata - All metadata is deleted without removing previously synced items
cdelorey@Remove empty Lost & Found folder - Deletes all empty Lost and Found folders
Restore deleted items - Restores deleted items from deleted items folder in Mailbox [Exchange only]
Modify item categories - Modifies categories on items [Exchange only]
Delete Disqualify Resync - Force update in CRM with Mailbox data marked as delete disqualified [Exchange only]
Clear Link States - Force Clear Link States
None - Cancel previous un-started re-init

5. Save the CRM syncpolicy.
Riva clears the synced data from the target users on the next full sync cycle.

6. Inthe Riva CRM Monitor application, look for clear operation errors in the target
user Monitor windows.

This is expected and normal for a Clear re-initialize sync.
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E xchange CRM Sunchronization Policy] bdelaneyi@dev03-ex07.com

X Error - [XDFOpp] Poll disabled due to a reinitialize to clear operation. Remove...
P (AssignT o) Processing Opportunities

4P (Exchange -> CRM] Synchronizing Cases

X Error - [XDFCas] Poll disabled due to a reinitialize to clear operation. Remove ...
‘Q’ [AssignT o) Processing Cases

CQD [Exchange -> CRM] Synchronizing Emails

+/ Drop Folder Check Completed in 2 secs. [1:21:34 PM)

Next scheduled drop folder check : 1:22:01 PM

Step 2: Move the Users from the Source Policy to the Target Policy

To move the users from the source policy to the target policy:

1. Inthe Riva Manager application, on the menu bar, select Policies. In the right pane,

open the source CRM syncpolicy.
2. SelecttheGeneraltab.Onthe Generalpage,removethetargetusersthataretobe
moved tothetarget CRMsyncpolicy. Ensurethatthe Enabled checkboxis selected.

Savethe source CRM syncpolicy.
3. Onthemenubar,select Policies. Intheright pane,openthetarget CRM syncpolicy.

Select the General tab. On the General page, add the target users that are to be moved
from the source sync policy to the target sync policy. Ensure that the Enabled check box

is selected. Save the target CRM sync policy.
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Step 3: Inform Moved User(s) of Sync Changes

Whenthemovedusersaresyncing,theirCRMsyncpolicywillsynconlytheitemsdetermined by
the target sync policy. The sync pattern (way of handling synced email items) may change,
especiallyifadvancedsettingsforBlackBerry,iPad,iPhone,Android,and ActiveSyncmobile
devices are configuredinthetargetsyncpolicy;and the category and address book names,
and SmartConvertdrop folder names will be different.

Riva admins need to provide clear instructions to users about the corresponding changes
with syncingdata,and howRivaworksonmobiledevices(ifapplicable),andwhichitemscanbe
safely removed from theiremail clientapplication.

Move Target Email User(s) to a Duplicate Sync Policy

When organizationsfirstsetup Riva On-Premises, there can beatendencytoaddalltheusersto
a single CRMsynchronization policy.Atsomepointinthefuture,Rivaadministratorsmaywant
to createadditional CRMsyncpoliciesforspecialgroupsoftargetusers,forexample"BESMobile
Users".TheseprocedureswillallowtheRivaadministratortocreateandconfigurenewpolicies
to best suit the sync needs for specific target users.

Procedures for moving users between existing CRM sync policies:

m Move target Exchange or Notes users to another sync policy using identical category
names-ifthecategorynamesarethesameforthesourceandtarget CRMsyncpolicies,
or

®m Move target Exchange or Notes users to another sync policy using different
category names - if the category names are different between the source and
target CRM sync policies.

For this scenario, a user wants to prevent phone calls from syncing between their CRM account
and their Exchange mailbox. Their target user is currently assigned to a CRM policy that syncs
phone calls. To satisfy the user's request, the admin needs to:

Duplicate an existing CRM sync policy to create a new policy.

Configure the new policy to not sync phone calls.

Move the userto the new sync policy.

Enable the "source" sync policy and confirm that target users syncing.
Enable the "new" sync policy and confirm moved target users are syncing.

SANIRANE I

Instructthe moved users to delete unwanted items from their email and/or CRM accounts.
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Step 1: Duplicate a CRM Sync Policy

These steps are used to create a new CRM sync policy based on a "source" policy. Riva
administrators can create a new CRM sync policy if they do not want to create a duplicate of an
existing policy.

In the Riva Manager application, on the menu bar, select Policies. In the right pane,
locate the CRM sync policy that will act as the "source" policy to be used to duplicate a
new policy.

Right-click the "source" policy, and select Duplicate.

Step 2: Configure the New Policy

This procedure can be used to modify the "duplicate” CRM sync policy. The duplicate policy
should be modified to sync in the desired manner before moving users into it.

1.

In the Riva Manager application, on the menu bar, select Policies. In the right pane,
right- click the "duplicate"” CRM sync policy, and choose Edit.

On the General page, change the name of the duplicate policy, and add a suitable
description. From the Exchange Accounts list,remove thetargetusersthatwill not
be assignedtothispolicy.Onlythetargetusersthatarebeingmovedfromthe "source"
policy shouldremainonthislist. Ensurethatthe Enabled check boxis cleared (not
selected).

Onthe Sync Start Date page, ensure that the Re-Initialize All optionis cleared.
Workthroughallpagesinthesyncpolicy,and makeanydesired changes.Donot
change category or foldernames.
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5. Aftermakingallyourchanges,selectthe Generaltab.Ensurethatthe Enabled check

6.

boxiscleared.
Save the "new" policy. If prompted, do NOT restart the sync service.

Step 3: Move the Users to the New Policy

Thesestepsareusedtomovetheusersfromthe"source" policytothe"duplicate" policy. This
involves movingthe transactionfiles forthe desired users. (Ithelpstounderstand how Riva
maintains transactionrecords.)

In the Riva Manager application, on the menu bar, select Policies. In the right pane,
edit the "duplicate" syncpolicy.
Onthe General page, press the CTRL key and double-click the Name label.

Windows Explorer displays the transaction folder structure for the "duplicate" policy.
Close the policy edit window for the "duplicate" sync policy.
In Windows Explorer, navigate to the Lookup folder.

You should see folders that match the primary email address of each target user that was
originally listed in the policy. For example, for the user rhicks@example.com, there would
be a folder named RHICKSSEXAMPLESCOM. /f you were to open one of those folders, you would
see that it contains a single Entity.settingsfile.

10.

In the Lookup folder, remove all of the user folders. Leave Windows Explorer open.
Inthe RivaManagerapplication,onthemenubar,selectPolicies. Intheright-pane,
edit the "source" syncpolicy.

On the General page, press the CTRL key and double-click the Name label.

Windows Explorer displays the transaction folder structure for the "source"

policy.

Close the policy edit window for the "source" sync policy.

In Windows Explorer, navigate to the Lookup folder.

You should see folders that match the primary email address of each target user that
was originally listed in the policy. If you were to open one of those folders, you would see
that it contains many metadata and metadata-journal files.

Navigate back to the Lookup folder for the "source" sync policy. Move the folders for
the desired target users to the empty Lookup folder of the "new" sync policy.
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Close both Windows Explorerwindows.

In the Riva Manager application, on the menu bar, select Policies. In the right pane,
edit the "source" syncpolicy.

Onthe Generalpage,removethetargetusersthathavebeenmovedtothe"duplicate"
sync policy.

Save the "source" syncpolicy.

Step 4: Enable the “Source” CRM Sync Policy

These stepsare usedto enablethe "source" sync policy and confirm that the correct usersare
synchronizing.

If the Riva CRM Monitor applicationis open, closeit, and reopeniit.
In the Riva Manager application, on the Policies page, right-click the "source" CRM
sync policy, and selectEnable.

In the Riva CRM Monitor application, confirm that only the target users from the
modified "source" sync policy are synchronizing: confirm that the user accounts

changes
toSynchronizingandthatthesyncactivitiesarevisiblein the useractivity monitor

windows.

state

Step 5: Enable the Duplicate CRM Sync Policy

These stepsareused toenablethe "duplicate" sync policy and confirm that the correct users are
synchronizing.

In the Riva Manager application, on the menu bar, select Policies. In the right pane,
right- click the "duplicate" sync policy, and select Enable.

In the Riva CRM Monitor application, confirm that only the target users from the
"duplicate"syncpolicyaresynchronizing:confirmthattheuseraccounts'"state"
changes to Synchronizing and that the sync activities are visible in the user
activity monitor windows.

Step 6: Instruct the Moved User(s) to Delete Unwanted Items

When the "moved" users are syncing, their CRM sync policy will sync items only according to the
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new policy settings. Items that were previously synced when the user was assigned to the
"source" policy will no longer be synced by Riva, unless they are also specified in the new policy.
For example, in the case scenario, the RHICKS user will have phone calls in his email client
calendar which can be safely removed without affecting the phone call items in the CRM. As the
user schedules phone calls in the CRM, they will no longer sync to the user's email account and
will not be visible in their email client.

Rivaadminsneedto provideclearinstructionsto usersaboutwhichitemscanbesafely
removed from their email client application.
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Managing Riva Sync Policies
Before creating a Riva CRM sync policy, ensure that the following tasks have been completed:

® ARivaconnectionto the target CRM has been created and tested.
® ARivaconnectiontothetarget email system has been created and tested.
® Atrial or purchase license has beenrequested and activated.

With respect to this article, Riva performs four types of data synchronization:

m InitialSync:AfteratargetuserhasbeenaddedtoaCRMsyncpolicy,Rivareadsallofthe
policyfiltersettingsand syncsdatafromthe CRMtothetargetuser'smailbox. Theinitial
syncnormally makesthefollowingchangestothemailbox(whicharereflectedinthe
email client):

= ContactsandleadsarecopiedfromtheCRMtotheuser'sAddress Book
and assigned a Riva sync category.
= Appointmentsandphonecallsare copiedtotheuser'scalendarandassigneda
Riva sync category.
= Tasksarecopiedtotheuser'stasklistand assigned a Riva sync category.
= IfSmartConvertis enabled, a set of Create New email sync drop folders are created.
= IfAssignToisenabled,asetofAssignTofoldersarecreatedwith
corresponding unique email syncdrop folders by module type.

® FullSync:Normalscheduled syncofall new and modified dataforenabled modules.

® Drop Folder Sync: Scheduled check for and sync of email from drop folders to the CRM.

® Re-initialize Sync: If data sync has stopped or become unlinked or corrupted, the
administration canre-initializeall orselected targetuseraccounts. Formore
information, see Manage syncing users and re-init options for sync policies.

The goal is to create a CRM sync policy that can be configured and tested against the target
systems with minimaldisruptionto thetarget systemsorusers. These best practicesshould be
followed for evaluation and productiondeployments:

® Ensurethatyou DO NOT select the SAVE button on a sync policy until all of the policy
options have beenconfigured.

m When creating a CRM sync policy, always ensure that the policy is disabled. This will
permit installing and configuring the Riva sync service without having to attempt to
sync individual users.

® Tolimittestingand mitigatetheimpactagainstthetargetsystems,selectonlyoneor
two targetusers.ActivelyinvolvethoseusersinthetestingofRivasyncingof CRMand
email data.
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® Configure the CRM sync policy to meet the expected requirements of the target users.
® EnabletheCRMsyncpolicy,andconfirmthattheinitialsynchronizationissuccessfuland
at leasttwo complete data sync cycles are completed.

® Tweakthe CRMsyncpolicysettingstobettermeetthe needsandexpectationsofthe
target users, and confirm the results of all changes.

® AftertheCRMsyncpolicysettingsarefinalizedandtested,addtheremainingtarget
users. Confirmthattheinitialsynchronizationissuccessfuland atleasttwo complete
datasync cycles are completed for every new target user added to the policy.

Togetmorespecificinformationregardingconfiguringasyncpolicy pleasereferencesthebelow
Knowledge Base Articles on our website, dependent on your mail client:

Configure a sync policy for Exchange and IBM Notes

Configure a sync policy for Google’s G Suite

Configure a sync policy for GroupWise

Set Advanced or Custom Options for Connection(s) or Sync Policy

IntheRivaManagerapplicationand RivaOn-Premisesdocumentation,bothtermsareused
interchangeably.

These advanced options are made available for several reasons:

m New featuresthatdo notyet have auserinterface;
® Away of changing default values used in advanced deployments or configurations;

® When advanced configurations are specifically designed for a customer to meet a non-
standard, customer-specific sync requirement. Typically, such options are provided
through a billable professionalservice.

The Way to Set an Option

There are multiple ways to set an option:

® ByinteractingwiththeRivaManagerapplicationuserinterfacewhenselecting
an option. (Forexample, by selecting acheck box.)

= Riva has many advanced features — only the most commonly used options
are available in the user interface. These options are often initially available
as advanced options, and then due to customerrequest, they are made
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availableto the userinterface.

® Entering keys and values in the Riva Manager application: Many advanced options
available to all users and many customer-specific options are applied by entering keys
and valuesinto fields, as described in this article.

= Thismethod provides support for
= advanced optionsthatare notused very often;and
= non-standard, customer-specificadvanced business requirements.

= Editing afilein atext editor:
= Someoptionsareentered by creating oreditingan App.Settingfile.

= There are many tiers of options that are applied. "Application Executable" > "Riva
Instance" > "Per-Connection" > "Per-Policy" > "Per-User" > "Sync Now API". As a
rule of thumb, these are applied from least specific (left) to most specific (right).
For moreinformation, see Settings hierarchy and overrides.

Apply Advanced or Custom Options to a Sync Policy or Connection Object

Key and value:

An advanced or custom option has two components:
® akey:the name of the advanced or custom option;also known as the key name; and

® avalue: the part oftheadvanced or custom option that determines the option's
behaviour; also known as the key value.

Example:
Sync.Crm.EmailFields.Contact = "Email,Email2,Email3" is the complete option.

Key (Key Name) H Value (Key Value)

Sync.Crm.EmailFields.Contact H Email,Email2,Email3
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To configure advanced or custom options for a sync policy or connection object in Riva
2.4.43 or higher:

This procedure applies to Riva On-Premises 2.4.43 or higher.
For Riva 2.4.42 or earlier, see Configure options in Riva 2.4.42 or earlier.

1. Editthe relevant Rivasync policy or connection.
2. SelectAdvanced Options and select Custom Options.

'fi Edit CRM Synchronization Policy X

Connection Options

Advanced Options

' Folder St

® Attachment Options
H Disable Attachment Synchronization: Do not synchronize attachments
M Append "Attachment Summary Details" (name and size) to Body
Attachments Filtering

Filter by Maximum File Size: 3MB E
i ; o ) : ;
Filter by File Extension: Include attachments with specified Configure File Extensions

@ Skip attachments with specified extensions
B Automatically skip images embeded in the HTML body (** beta **)
M Replace oversized attachments with placeholder

® Privilege Exception Handling Options Contact Deletion Options

W Synchronize contact deletions from Exchange to CRM ®
B Allow deletion of Contacts that are marked "private” ®
¥ Move deleted contacts to "Deleted tems" @

Create: 1:-1,%

v
LU E Retry v
v

oG Ignore

Advanced Options
Private "Company Name" Overrides | &) Distribution Lists Safe Domain List

5
S Fereonal mal boman Ut 1) Emall doress Lookup Cacre | Manage Pruatze by Subject

Sync Protections
Delete Safety First Sync Protections

3. Bestpractice:Inthe Advanced Optionswindowthatappears,searchforthekeyto
confirm whether it alreadyexists.

4. Ifthekeyexists,thekeyappearsinbold withinthelist. Tochangethevalue,selectthe
key from thelist,and in theright pane, within the Key Value area, change the value.

Ifthe key name does notexist,select Add New. In the Option Properties panel,notethat
the Key Name has already been entered, and thenenterthe desired valuein the Key

Value.

Select Update and verify that the key and value appear as desired in the list.
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Manage Options Group T Sync.Crm.TimezoneAwareScheduling Enabled 0/1 A v

Key Value Comment
Sync.Crm.TimezoneAwareScheduling Enablec  True |

Move to »

Disable ’

Enable

Remove Double Click
i to edit value

Right Click to
get options

Cancel

5. Inordertoadd multiple keys and theirvalues: Foreach key and value, repeat steps 3 and 4.
6. Whendoneediting, select OK.
7. Savethesync policy or connection.

Apply Advanced or Custom Options to Individual Target User(s) in the Riva Sync
Policy

To set advanced or custom options for specific target users in Riva 2.4.43 or higher:

1. IntheRivasync policy, select the Sync Start Time tab.
2. Selectauserandselectthethirdiconfrom the left (User Advanced Options).

"f°i Edit CRM Synchronization Policy X

® Re-Initialization

I & T E
r

Re-Init Type Module Source Connection
@ [ demo-dmc@demo sivasync.com None PolicyEntity demo-dca@demo rivasync

3. Bestpractice:Inthe Entity Advanced Optionswindowthatappears,searchforthekey
to confirm whether it already exists.
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| ri Entity Advanced Options

Manage Options Group ‘ LB Sync.Crm.TimezoneAwareScheduling.Enabled 0/1 AV ‘ Add Remove

Key
Sync.Crm.
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Ifthe key exists, the keywillappearinbold withinthelist. Tochangethevalue,select
the keyfrom thelist,and intheright pane, withinthe Key Value area,change the
value.

Ifthe key name does not exist, select Add New. Inthe Option Properties panel, notethat
the Key Name has already been entered, and then enterthe desired valueinthe Key
Value.

Select Update, and verify that the key and value appear as desired in the list.

Value Comment

fina Enablec | True ]

5.
6.

Move to »
Disable

Enable ’
Remove Double Click
to edit value

Right Click to
get options

Select OK to close the Entity Advanced Options window.

To save thechanges,
» Right-clicktheselected user, and then select Save Changes; or

e Savethe syncpolicy.
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How the Changes to the Advanced or Custom Options Are Applied
The changes made to the advanced or custom options take effect as follows:

® ConnectionandSyncPolicychanges:Ifthesynchronizationserviceisalreadyrunning,
the service detects changes to the synchronization policy and will automatically
restart the synchronization with the new configuration.

® Per-User change: During the user's next synchronization cycle, the new options are
automaticallyused. Ifchanged keyswereapplied onlyto users,thereisnoneedto
modify the synchronization policy.

= Best practice: If multiple changes to connections or sync policies are anticipated, we
recommendfirststoppingtheRivasynchronizationservices,applyingthechanges,and
then starting theservice.

What Data is Affected

ApplyinganadvancedorcustomoptiontoasyncpolicyaffectsallthedatathatRivasyncs
afterwards.

Toapplytheadvanced orcustom optionto previously synced data, thetargetusers need be
re- initialized. For instructions on selecting the correct re-initialization option, see Re-
Initialization Options for Riva Sync Policies.

How to Rename a Riva Sync Policy

Itmaybedesirabletoadd multiplesyncpoliciesand applyacustomnamingstrategy. Multiple
policieswillappearinthe policy listin Ascending alphabetical order.

There are two procedures to rename a policy:

® Rename a synchronizationpolicy

® Rename the sync policyfile
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Rename a Synchronization Policy
To rename a sync policy:

1. Launch the Riva Managerapplication.
2. Select the Policiestab.

<2 Connections Connections

Add Email Salesforce CRM
Add CRM

Add Other ° cd-sfadmin@rivadevlabs.com<>www.sal... ’ demo-dmc@demo.rivasync.com<>www....
&3 poides
Add Policy

° dca-sfadmin@demo.rivasync.com<=ww...
Microsoft Exchange / Office 365 Connection

E demo-dca@demo.rivasync.com<>outloo...

Policies

@ CRM Synchronization Policy

\ [Open the policy you want to rename.]

Service Monitor
|| Licensing
7] Support

X Tools
1 About Riva

Supported Systems | FAQ | Videos | KnowledgeBase | Release Notes | ContactUs

© va International, Inc. All Rights Reserved

3. Intheright pane,double-selectthe policy.
4. Inthe Namefield, renamethe policy.

[o—

11 Edit CRM Synchronization Policy x

General

Name: CRM Synchronization Policy -- New Name |
Description: CRM Synchronization Policy

CRM Connection: & cd-sfadmin@rivadevlabs... cd-sfadmin@rivadeviabs.com<>www.salesforce.com calacts

Mailboxes:

€7 cdelorey@rivacloud.c... demo-dca@demo.rivasync.com<>outlook.office365.com

add »

5. Save thepolicy.
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Rename the Policy File

Renaming the synchronization policy for Riva On-Premises does not change the name of the
policy file located in the \Riva\Configuration folder. You must manually rename this file:

To rename the policy file:

1. InWindowsExplorer, navigate tothe Riva configuration folder:\Riva\Configuration

dress I\.[j C:\RivaPod\Riva
MName = I Size I Type l Date Modified
File and Folder Tasks A () Application File Folder 3/25/2015 1:30 PM
. . Configuration File Folder 4/212015 10:26 AM
'i_m FRenam this Folcey -5)CRM Integration Logs File Folder 2/19/2015 12:59 PM
[dy Move this Folder Chcustom File Folder 3252015 7:29 &M
) Copy this folder [CiLicenceRequests File Folder 3/27/2015 8:10 AM
@ Publish this folder to the [Clicenses File Folder 3/31/2015 7:42 AM
i Web [CiLogs File Folder 4/6/2015 11:24 AM
g/ Share this Folder [C)Resources File Folder 2/19/2015 12:55 PM
) E-mail this Folder's files () Transactions File Folder 3/25/2015 7:16 AM
3 Delete this Folder [F]crm Service Monitor for Exch... 1KB Windows NT Comm...  10/6/2009 4:18 PM
[ZcrM Service Monitor.cmd 1 KB Windows NT Comm...  7/15/2008 10:30 PM
InstallUtil. InstallLog 1 KB INSTALLLOG File 2119/2015 12:58 PM
Other Places X Firiva.exe 62 KB Application 212)2015 5:23 PM

2. Selectthe Type column header to sort thefiles by file type. The old file is still named
"CRM Synchronization Policy.policy".

| Address I\fj C:\RivaPod\RivalConfiguration LI Go |
MName -~ Size: | Type
File and Folder Tasks X @ 1CRM. policy 8KB POLICY File
R this il m 1CRM. policy.backup 7KB BACKUP File
-
r;jﬂ ename‘ '-S e |#] admin__omnitech.sugarandemand. com.connection 6KB CONNECTIONF
[y Move this file |#] CRM Synchronization {1).policy.backup 8KEB BACKUP File

D Copy this file . CRM Synchronization Poli cy 7KB POLICY File

3. Renamethe file while keeping the .policy extension.
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5 Ilf:_] C:\RivaPod\RivalConfiguration
_Name + | Size | Type | Date Modified

+ and Folder Tasks A §admin_omnitech.sugaronde. 2 6 KB COMMECTION File 3/27/2015 8:10 AM
s ﬂ customer.config 1KB CONFIG File 3/31/2015 7:39 AM

Rename this file ) ) .
o ﬂ Dynamics 2015, policy 8KB POLICY File 3/31/2015 1:07 PM
Move this file |#) Dynamics 2015. policy.backup 8KB  BACKUP File 3/31/2015 1:07 PM
Copy this file i] Salesforce.policy 7KB POLICY File 4/2/2015 10:26 AM
Publish this file to the Web i] Salesforce. policy.backup 7KB BACKUP File 4/2/2015 10:26 AM
E-mail this file E] success1@rivademo, onmicros. .. 17 KB CONNECTION File 3/26/2015 8:32 AM
Delete this file ﬂ success1@rivademo, onmicros. .. 17 KB BACKUP File 3/26/2015 8:03 AM
E] success-admin@rivacloud.co. .. 28KB CONNECTION File 3/25/2015 7:29 AM
i] success-admin@rivacloud.co... 28KB BACKUP File 3/25/2015 7:03 AM
1er Places N Sugarhew] policy 7KB POLICY File 4/2/2015 10:21 AM
E] Sugar.policy .backup 7KB BACKUP File 4212015 10:20 AM
Riva i] taustin@rivacloud.com__ex2... 1 KB CONMECTION File 92412014 3:20 PM

How to Duplicate a Riva Policy

Manyorganizationsstartwith asinglesyncpolicyand thenwantto createsimilarsyncpolicies
that will have slightly different options. Riva provides a Duplicate option that creates a
disabled duplicate oftheoriginalsyncpolicy. Rivaadministrators canthen modify option
settingsand add new users oreven move users from the original sync policy to the new
duplicate sync policy.

To duplicate a policy:

1. Startthe RivaManagerapplication.
2. Under policies, right-click the policy, and select Duplicate.
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<& Connections Connections

Add Email Salesforce CRM

Add CRM

Add Other ° cd-sfadmin@rivadeviabs.com<>www.sal...
&5 Poides

Add Policy

Microsoft Exchange / Office 365 Connection

E demo-dca@demo.rivasync.com<>outloo...

Policies

&a RM_Sunchronization Policy - General

Enable

Enable Dry Run Mode
EMove

I Licensi Export for Migration
Licensing Details
2] Suppo Request License

X Took

1 About Riva

Supported Systems | FAQ | Videos | Knowledge Base | ReleaseNotes | ContactUs

©2019 Riva International, Inc. All Rights Reserved

The duplicate policy appears. Its name is a combination of the words "Copy of " and the name of
the original policy that was duplicated. For example, the illustration shows that the duplicate of
the file "Off 365 <> Sugar OD 6.7 Sync Policy" was named "Copy of Off 365 <> Sugar OD 6.7
Sync Policy".

< Connections Connections

Add Email Salesforce CRM

Add CRM

Add Other ° cd-sfadmin@rivadeviabs.com<>www.sal...
&= Polices

Add Policy

Microsoft Exchange / Office 365 Connection

E demo-dca@demo.rivasync.com<>outloo...

Policies

% CRM Synchronization Policy - General % Copy of CRM Synchronization Policy - General

WARNING: Do not enable the duplicate sync policy until it has been modified.
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3. Double-click the Copy of ... sync policy. On the General page, remove all of the users.
Learn why removing users isimportant.

11 Edit CRM Synchronization Policy

Name:

Copy of CRM Synchronization Policy - General
CRM Synchronization Policy - General

CRM Connection: & cd-sfadmin@rivadevlabs... cd-sfadmin@rivadeviabs.com<>www.salesforce.com

Description:

select »

Mailboxes:

[ ] demo-dmc@demo.rivasync.com demo-dca@demo.rivasync.com<>outloo...

add »

remove »

4. Save the syncpolicy.

What Happens When a Sync Policy is Duplicated

When a sync policy is duplicated, the following actions occur:

® The Riva Manager application creates a disabled sync policy object. The duplicate
contains the same user list and same policy option settings as the original source sync
policy. Example: Copy of Off 365 <> Sugar OD 6.7 Sync Policy.

In the \Riva\Configuration folder, a sync policyfile is created. If the sync policy name
contains characters that are not permitted in a file name, Riva substitutes an underscore

character(_). Example: Copy of Off 365 <> Sugar OD 6.7 Sync Policy is changed to Copy
of Off 365 __ Sugar OD 6.7 Sync Policy.policy.

= ). Riva ﬂ Name

Date modified Type ~ Size I
. Application ;
n RS 7] Off 365 __ Sugar OD 6.7 Sync Policy.policy 6/1/2016 2:48 PM POLICY File 9KB
Configuratiol
B CRM Integration Logs 7] Copy of Off 365 __Sugar OD 6.7 Sync Policy.policy 6/1/2016 2:56 PM POLICY File 8KB
1. Custom 10/23/2015 10:23 AM  CONNECTION File 25KB

® Acorrespondingsync policy transaction folderis created.

Tip: Most Riva administrators rename the duplicate policy. See How to rename a Riva sync policy.

Remove a Riva On-Premises Sync Policy or Connection

WARNING:Removingasyncpolicywhilethesyncserviceisrunningcanhaveunpredictable

results.Wehighlyrecommenddisablingandbackingupasyncpolicy beforeremovingit.
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Ensure That You Are Working with the Correct Riva Files

Itis important to access the correct set of Riva files and folders throughout these procedures.
To access the correct \Riva folder structure:

1. Startthe RivaManager application.

2. Onthemenu bar,select Policies to see the sync policies onthe policies list.

rivo

<2 Connections Connections

Add Email Salesforce CRM
Add CRM

Add Other @ cd-sfadmin@rivadeviabs.com<=www.sal...
&3 Polides
Add Policy

Microsoft Exchange / Office 365 Connection

E demo-dca@demo.rivasync.com<=outloo...

Policies

% CRM Synchronization Policy - General @ Copy of CRM Synchronization Policy - General

3. Inthetop leftcorner, selectthe Rivalogo.

4. Inthe About Riva window, in the top right corner, double-click the Riva version number

("] About Riva
rMve

Installed modules:

Connection Module: Microsoft Active Directory
Connection Module: Microsoft Exchange Mailbox Store
Connection Module: Microsoft Exchange 2003

Windows Explorerdisplaysthe\RivaparentfolderforthesetofRivafilesthatthe RivaManager
application and the Rivasyncservice are reading.
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CK) l,. ~ Computer ~ Local Disk (C:) ~ Program Files (x86) ~ Omni ~ Riva v

Organize ¥

1% Computer
a Local Disk (C:)

Recommended: Make a Backup of the Riva Configuration Files

|. Downloads-Riva

. inetpub

|. PerfLogs

| Program Files

|/ Program Files (x86)
. Common Files

. FastStone Capture

3

’

| Fiddler2

.. Internet Explorer
. Microsoft.NET

| Mozilla Firefox
3
3
3
3

. Mozilla Maintenance Service

. MSBuild

. Notepad++
. Omni

.. Riva

Indude in library

> 23 I Search Riva
Share with v  New folder
;l Name ~ I Date modified Type I Size
. Application 5/31/2016 3:35PM File folder
. Configuration 6/1/2016 2:56 PM File folder
/. CRM Integration Logs 9/18/2014 3:32PM File folder
|, Custom 11/18/2015 4:18 PM File folder
.. LicenceRequests 2/19/2016 10:48 AM File folder
.. Licenses 2/19/2016 1:29 PM File folder
\. Logs 6/6/2016 9:42 AM File folder
.. Resources 9/18/2014 3:33 PM File folder
| Transactions 6/1/2016 9:15 AM File folder

CRM Service Monitor for Exchange.cmd

CRM Service Monitor.cmd
__| Installutil. InstallLog
ri Riva.exe

10/6/2009 4:18 PM
7/15/2008 10:30 PM
3/15/2016 4:16 PM
7/16/2014 3:42 PM

Windows Command ...
Windows Command ...
INSTALLLOG File
Application

1KB
1KB
6 KB
62KB

Beforemakinganychangestosyncpolicynamesorfiles,Rivaadministratorsshould makea
backup copy of thosefiles.

To make a backup of the Riva configuration files:

1.

In Windows Explorer, make a copy of the \Riva\Configuration folder.
2. Rename the copy \Riva\Configuration - YYYY.MM.DD.HHMM. (Insert the local Windows

date andtime.)

CK) ||~ Computer ~ Local Disk (C:) ~ Program Fies (x86) ~ Omni ~ Riva ~

Organize ¥

1% Computer
&, Local Disk (C:)

.. Downloads-Riva

1. inetpub
| PerfLogs

Incude in library v

Share with v

New folder
ﬂ Name ~ | Date modified | Type
.. Application 5/31/2016 3:35PM File folder
|, Configuration 6/1/2016 2:56 PM File folder
Tl oo 1z1M e fer
| . CRM Integration Logs 9/18/2014 3:32PM File folder
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Remove a Synchronization Policy

Sometimesasyncpolicy needstoberemovedbecauseitisnolongerinuse. ThiscancauseRiva
to stop syncing, because the transaction records will no longer be pointing to the correct
users. (It helpsto understand how Riva maintains transaction records.)

To remove a sync policy:

Start the Riva Manager application. On the menu bar, select Policies.

2. Intheright pane, edit the sync policy to be removed. Disable the policy, and save
it. These actions create a new backup policy file.

3. Right-clickthe policy to be removed, and select Remove.

CRM Synchronization

’ Mobile Off 365 <> Sugar OD 6 7 Svnc Palicy < r OD 6.7 Sync Policy
Edit
Enable
Duplicate
Remove N
Extract "
Licensing Details
Request Licence

4. Inthe Remove Policies window, select Yes. The policy is no longer visible in the
Riva Manager application.

CRM Synchronization
a2%% Off 365 <> Sugar OD 6.7 Sync Policy

v

5. Ifthe Riva sync service was syncing users assigned to the deleted sync policy, we
recommend restarting the service, to reduce the number of errors that may be
written to logfiles.
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What Happens When a Policy is Removed

A Riva sync policy consists of three components:

® asyncpolicy object thatisvisible in the Riva Manager application,

® 3a.policyfileand a.policy.backupfilein the \Riva\Configuration folder,

6’()9“ ~ Computer ~ Local Disk (C:) + Program Files (x86) ~ Omni ~ Riva ~ Configuration

Organize ¥

Indude in library v  Share with v

i
- m I Search Configuration
New folder B v
Al Name - I Date modified I Type

|. Riva

)
)
)
J
|
)
)
J
)
i

. Application

. Configuration

. Configuration - 2016.06.06.1337
. CRM Integration Logs

Custom

. LicenceRequests
. Licenses

. Logs

. Resources

. Transactions

|__| admin__omnitech.sugarondemand.com.connection
| 7] admin__omnitech.sugarondemand.com.connection.backup

| 7] customer.config

3
=

2
=

|| Off 365 __ Sugar OD 6.7 Sync Policy.policy
|| Off 365 __ Sugar OD 6.7 Sync Policy.policy.backup

_| RivaSync@rivademo.onmicrosoft.com__outlook.office365.com.co...

7| RivaSync@rivademo.onmicrosoft.com__outlook.office365.com.co...

6/7/2016 5:38 PM CONNECTION File
4/6/2015 11:35 AM BACKUP File
2/19/2016 10:50 AM  CONFIG File
6/6/2016 1:53PM POLICY File
6/6/2016 1:41PM BACKUP File
6/1/2016 2:48 PM POLICY File
2/19/2016 10:46 AM  BACKUP File
6/7/2016 5:38 PM CONNECTION File
5/9/2014 8:57 AM BACKUP File

and async policytransactionfolder. (Ithelpstounderstand how Riva maintains transaction

records.)

When a sync policy object is removed in the Riva Manager application:

m the.policy fileis removed from the \Riva\Configuration folder

|| admin__omnitech.sugarondemand.com.connection 6/7/2016 5:383 PM

| #| admin__omnitech.sugarondemand.com.connection.backup 4/6/2015 11:35 AM

| | customer.config

 Moble OF 365 _ Sugar 0D 6.7 SyncPoliypoliybackip | £/5123:6 51417

|| Off 365 __ Sugar OD 6.7 Sync Policy.policy 6/1/2016 2:43 PM

|| Off 365 __ Sugar OD 6.7 Sync Policy.policy.backup

2/18/2016 10:50 AM

|_| RivaSync@rivademo.onmicrosoft.com__outlook.office365.com.co... 6/7/2016 5:38 PM

| 7| RivaSync@rivademo.onmicrosoft.com__outlook.office365.com.co... 5/9/2014 8:57 AM

2/18/2016 10:46 AM

CONNECTION File
BACKUP File
CONFIG File
BACKUP File
POLICY File
BACKUP File
CONNECTION File
BACKUP File

= andtheobjectisremoved from view in the Riva Manager application
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CRM Synchronization

4 2% Off 365 <> Sugar OD 6.7 Sync Policy
v

® andthesyncpolicytransactionfolderremainsundisturbed,whichallowsthesync
policyto berestored from a backup without worrying about missing transaction
records.

G\ )r | .~ Computer v Local Disk (C:) v Program Files (x86) v~ Omni v Riva v Transactions ~ CrmModuleEx ~ v l@l I Search

Organize ¥ Open Indudeinlbrary v  Sharewith v  New folder

T Favorites =] Name Date modified ~ l Type

B Desktop B 4832390d-b4ff-4cdf-9982-F3627Fa7cads 6/7/2016 6:29 PM File folder
‘,g Downloads | 551416422 6/7/2016 5:55PM File folder
M Recent Elaces Global 6/6/2016 6:44 PM File folder

Remove a Connection

WARNING: Removing a connection affects all sync policies that use that connection. Before
removing a connection, ensure that it is not being used by any active or disabled sync
policy. Usually,connectionsareremoved only ifusermailboxes have been migratedtoa
differenthostor serviceorifthe CRMuseraccountshavebeenmigratedtoadifferentvendor
CRM.Ifbackupsof the.connectionfilesarecreated,itis possibletorestore connectionsthat
areremoved by accident.

To remove a connection:

Start the Riva Manager application. On the menu bar, select Setup.

2. Edittheconnectiontoberemoved,donotmakeanychanges,andsaveit. These
actions create a backup connectionfile.
3. Right-clickthe connectionto beremoved, and select Remove.
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SugarCRM

- admin<>omnitech sugarondemand.com

Microsoft Exchange 2007 / 2010 Connection

. RivaSync@rivademo .onmicrosoft.com<>ou.. .
Rem'?ve

W

4. Inthe Remove Connection window, select Yes. The connection is no longer visible in
the Riva Managerapplication.

SugarCRM

' admin<>omnitech.sugarondemand.com

Ifthe Rivasyncservicewassyncingusersassignedtoasyncpolicythatwasusingtheconnection
that was just removed, those sync polls for those users would fail.

What Happens When a Connection is Removed
When a connection is removed:

® theconnectionobjectisnolongervisibleinthe RivaManagerapplication,and
® the.connectionfileis removed from the \Riva\Configuration folder.

How to Restore an Accidentally Removed Riva Sync Policy or Connection

If a Riva sync policy or a connection is accidentally removed or no longer appears in the Riva
manager application, it can be recovered through the backup file that Riva creates
automatically once a change is made to that policy or connection.
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@& Configuration

File Edit VYiew Favorites Tools Help

Back v | v ) Search Folders v
@ 24 5 ‘ / ~ ‘

Address I\_) C:\RivaPodiRivaiConfiguration

Date Modified
4/28/2015 7:54 AM

MName
File and Folder Tasks X

Lo

To restore a sync policy or connection:

Close the Riva Managerapplication.

2. InWindows Explorer, navigate to the Riva installation folder, for example
C:\Program Files\Riva\Configuration.

3. Selectthe Type column headerto sort the files by file type.

4. Find the policy or connection BACKUP File that has the same name as the policy
or connection that has been accidentally removed.

5. Right-clickthefile,select Rename, removethe.backup extension,and acceptthe
new name.

6. Launchthe Riva Manager application to restore the policy or the connection.
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Appendix - Corresponding Knowledge Base Articles:

Upgrade to the latest public release from the Riva Manager application.

Manually upgrade a Riva server from a downloaded ZIP file.

Roll back from an upgrade.

Uninstall a Riva server

Add App.Setting advanced custom options.

Move a Riva server to a different Windows system.

Relocate the Riva files on the existing Windows system

Disableorenablesyncingforasingleuser.

Disable or enable syncing for a sync policy.

Permanently remove a user from a sync policy.

Add a new user to a sync policy.

Add multiple Exchange users to a sync policy.

Moveuserstoanothersyncpolicyusingthesamecategorynames.

Moveuserstoanothersyncpolicyusingdifferentcategorynames.

Move target users to a duplicated sync policy.

Configure a sync policy for Exchange and IBM Notes.

Create and configure a sync policy for Google's G Suite.

Configure a sync policy for GroupWise.
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Set advanced custom options.

Rename a sync policy.

Duplicate a sync policy.

Remove a sync policy.

Restore an accidentally removed sync policy or connection.
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